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| 1. IO F1THT—

KEEHLZBER (FB) T DX > ¥ —x v MEEEE > 4% — (Internet Crime Complaint Center : IC3) lc &2 &, 2013 £ 10 BH
52018 FE 5 BETOD 5 FHDOEICHEE Lo YR XX —)LFEE (Business Email Compromise : BEC) DR &EH#IE 8 T35, =M%
[ 125 & R JL (591 JK 4000 M) IEL F Lco BAERICE W TH, 2017 ERICKFMESHI K 38 BAOKEICHE > & DIRE !
DB D 2019 FICA > TH, KFRBEBEDORKFRIULNH 32 B 2 KFEELEDOWINF RN 40 B 3 DREICE > fo & DIRBH
INF U HAEANTHRES NS BEC ORESRIEKLO—AIOBE T, HEENEBRNSWEDEED D EWEHHIEN RO ZHIC
trEHTVET,

NOZARY hT—=0 XTI 2015 05 2019 FXTICBEE(N I ZH - BEXILR—LT 1« YT R) DT IL—TE&TICEW BEC
REFTHRIRIVZN-BEIL VN —T 2> THEIAENBWEBEC. E5ICRY I ZARY T —U ANRET 21 VT Mic Y —
ERICTRHNL 2 BECERZDML. KEENMESFOZHSMNCLTEX U2 U T, 5. FEREED ITCCERT k& “(LUTFHIRES)
DA EB/ T HRARICERT 2EELRSIL—FICBREW BEC OMTERZHEEN I & T HEEOFAOVCREN K DS
7> TEF UL ITCCERT TlE 2014 15 BEC DERZHAKB L. 2017 FiCEFAARE TEM N BEC HEAL TR D, HAEWNTIE
BEC LB 2RERVAREB L TCWSMBE SR ETFHERIIN—THELONYI =N - EXILVIIL—TICTERAS iz BEC DERE
IEDWTIH 2ETERZRZ THIRL TVWET,

BEC X —ILHVE RIERRED 5. WEE(IC L 2ARAINRERRENH D £T. 2 DHFE. WEEDIGCEDAATERZ 35 <IC
(& B RR DR Z IR T 2DENG B/ BRBAERTCEFA—NTFT ATV NMCAREAT A Y ZHAETAEOT AV UIcBEBFA—
IWPATY R TPROMDENEAXA—ILEZRT 2T IRNBY A IV T TA=ILOPOED [CEIDIAH, FFRERF S5 ZENTE
5DTY,CD&SIC. BEANGEREZRT. BEC X—/ILZEIT. FFRZE R eSS REENARUVCOENRDAXE 2 X TO—EDR
7z BECKIll Chain E UT 3 EICFEHE U,

BEC OMRIC. FMEIEH D E B ALIT Y AT A TOMEREZ T THL KEBPFIDK D EIC L ZKERHENEBICEE L 0D £9 R0
RT—EDWRDH B EEZTVWBDHEZ T Y AT LAHAB LUORFHFIDESIDNS 4 BICEEDE L. S EITEYRAA—ILFERICE
AU EZICRBRA Y YTY MR E b EICEEHF LT,

ALR— kD HAERNOME#D BEC Wk EEZ 2 L TERABBREBD DU THREERCOBNEZEZESEND TT,

1 https://piyolog.hatenadiary.jp/entry/20171220/1513795615

2 https://www.nikkei.com/article/DGXMZ051583520Q9A031C1SHA000/
3 https://www.asahi.com/articles/ASM965H5HM960IPE02Q.html

4 https://tech.nikkeibp.co.jp/it/atcl/column/16/080500167/081100004/
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| 2 evxzx—Lamoxzte

NTZAXRY NT—=U XA TlE 2015 FIc#IH T BEC X—)LZ&AIL. Z0%. SHICES X THkRAIIC BEC X —)LZ&A
LTWETZDHHNSEHDEFZID EIF TREPFOZRHULE I,

2.1 X515k d CEO =45

BT OXA—ILIE 2019 FIC XV ZHBLEI LI IIL—TETOREANE W BEC X — /LT EHAIRKESEI%ED CEO £ > TWE T,
U U EBADA L7 KL ZIE BEIEE FEBRO N XA V> TED MBHUASZICRMMIK ZENTEELEI . UL X—ILAR
[FEE|5E CEO DS DERBDERBEZE > TWD DT, T8S & TR EBDONIc KBV EWSDENE 5 ERBZWTD I < WIRIRIC
HDHFERT,

I From (S W <=dmin@inc-limited.com> ¥ I IR EEBBERDR XA © Reply ® ReplyAll v - Forward More v
sject Re: From RN Incorporated 2019/04/16 20:34
To EENERE <@ @ macnica.cojp> 17
“c @EERD®macnica.co.jp 17, GO macnica.co.jp W

Hi -,
Do you have a moment to chat on email with me now? I have an obligation that I would like you to complete ASAP.

Best Regards

e o

Chairman, president and CEO
Lo e Y i
SIS G — S
—

USA

i e R

www . G
ey,

1 : KEMG|EZ%> TEWeBEC X—JL

FAEEMNTIOX—IVIGRELEEC S, K2 DL SRRENHEENSE > TEE U NI O SEBEEBAT D FELL. KEAN
BEHAT S EEARIEVOT HEKRZ ZA)AWSTEABAL THES KEAE S TEL W EWSKRETU T,

Hi G,

W | hanks for yvour mail and how is business?

Qur company is buying a production machine from Dubai. We want to know if vou can handle it for
us.There are restrictions and high import tax/charges in USA to import the machine directly from Dubai.
We believe it will be much easier and quicker if vou can help us receive the machine and send to us.

Let me know if vou can support us with this, so [ can give vou details.
Best Regards

B 2 : KEGI%ZR > cHEED S ORERE

ZOBBRINCADEL THEZEECPDED ZilT 5 &, RNAICH BIRTGITERDBEED SIRASLOARERSESNTEH L. O
BEEHRIEULNENEIZI 22T 2BL TRITICHB L. S5BILPEOTFHZR > TVWET,
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2.2 BHE#®D CEO S5 DHAX—ILZES

B3DOA=IE 2019 FICN YV ZAET T LV IL— T ORKREUFBEAARI S DHAA —)LEEE 5T BEC X —)LTT,CEO Z% 5 FEHIS,
BEC O THFFIC CEO FERE BFIENF T 7 TV ILDBAIEFL TICEWTWETHA, ZHAD KX YHIER N X >~ macnica.com
DFELLR X1 > rnacnica.com(m % r & n TKIR) ICR> TWE T, (K 4)

From Kazumasa Hara <kazumasa.hara@rnacnica.com> 1y ) Reply % Reply All v~ Forward =~ More v
Subject Hello MDD 2019/11/26 21:30
To R @ macnicadhw.com.br ¥

Hello AR, are you available?

Kazumasa.

Sent from my iPhone

B 3 : AREHRERD S DHAX—ILZEK > CEO FERX —IL

~rom Kazumasa Hara <kazumasa.hara@rnacnica.comp vy

B4:ZEHADA—ILZRLRELTEDNIEBMRK XY

5 DX =)L RKREHER SR S5 DN A — )L &% > fc CEO FFRA—ILTY,

From Kiyoshi Nakashima - ESEmmllP® macnica.co.jp <secure-nexus@secure-mx-provider.cc> ¥y © Reply ) ReplyAll |~ -~ Forward = More v

Subject Liaise With External Legal Counsel 2019/12/02 415
To @ G SR O acnica.cojp> 71

There is a time-sensitive matter that requires you to contact and work with our external legal counsel.
| would appreciate that you can let me know by email if you can assist in this.

Thanks.

Kiyoshi Nakashima

Sent from my iPhone

B 5 : ARBHRERNOSDHAX—ILZEK>fc CEO FFRX -

CDA=JERELBVWTVS & T BERICK6(RE) DL SBERABEEE Ui,
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From Kiyoshi Nakashima - © macnica.co.jp <secure-uranus@smip-secure-gateway.cc> ¥ © Reply ) ReplyAll|v - Forward = More v
Subject Follow-up: Liaise With Legal Firm 2019/12/18 7:47

To G SN, O acnica.cojp> W
R |

I am following up on the email I sent to you previously regarding a time-sensitive matter which requires
you to liaise and work with our external legal counsel.

I would appreciate that you can let me know by email if you can assist in this.
Thank you.

Kiyoshi Nakashima

Sent from my iPhone

6 : ARBHRERER > ICHEED S DER

BRAIC. TDOF D CEO FERA —ILITRIER U fcHE., "B MIA ZBHEDNEIZ LD TERTIWIREIC A S o)k E X WEBD
TEREZLTEERT,

2.3 R X1 Y D&

7T DA=)LIF 2019 FIC. NV ZAEL I LV IL— TR T D Netpoleon it &% > THEICE W BEC A—ILTY . ZDA—)LDBER
[CIRAITOEBHRA X SN TVWE T HEE [E. Netpoleon D IER N XA VITFEBU I FAA Y ZEIS U, £ IHSEEN BEC =45 X
UTco W BERRIDRER RN AA VICRDE REICKED > TVWET,

From: [-—w neptoleons.com IFBEENIIE UL R X1V
Sent: Wednesday, April 24, 2019 8:07 AM netpoleons.com MIERR R X1 >

To: TR (R
Co | D & G §
Subject: Re: Delivery Request: il WD (WD Scrvice Agreement (Willh) - CENJND @RS - [nv. 17th

Dear GEEEED,
Please we need our payment to be put on hold, as we are advised this morning that we are having tax issues with the
Government.

We will advise on how to follow up shortly.

Best Regards,

7 : Netpoleon 1tz % > TEENE SNz BEC X—JL
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2018 E 5 Al . NV ZAELTILVIL—HEDER K X >~ macnica.com ICHEBLL 7z macniica.com (i HY 2 D) & WS K XA > hMa
ENMCEL>THEINE U, D RAA UDNERRICELNTZ BEC X—)LISHERETESEFEATUIEN. K8 DED, 2D K XA >®d Whois
FERNS, HBEDOEDEBDONEZA—=ILTRLANDND, FOAXA=ILT KL RTH I LMD N X1 > ZiEsE (Reverse Whois) 95 2 &
MTEF LT

®

macnica.com

@

5
grace miller85@mail ru

- — - o8 oY - - =
® ® © ® ® ® @ @

vancelogistics-au.com pioneer-Industrial com containemetwork-th.com beelogistics com highwaylogis.com mirka-sg.com Biimaihkcom cosmola
- P

o) ® o @) o & ) @

J ) ) J % % o @

maceuticabiotech-pe com  whalelogistics.com dragonform-hk com aflcargo-hk.com gatewaylogistics.com  ¢rosshorders-my.com  accumulator-tw.com stqiles

P

0\’ (6\’ Z80 fes 6\\' ’6‘\’ fe\\ fi

) V) W ©® 9) W ® 4

fannucamerica.com tanktrans-th com zeroecompany.com captainsfreight-hk.com leadiingstar-vn.com elements--cargo.com Ibmtech xyz arvnec

P e e - L 4

® ® ® ® ® ® ® i

% \ \/ \ o = = .

labfashion-it. com heasungvn.com tsq-hk.com centraccmalaysia.com beeloglstics.com viettrust-vn.net alam-maritim.com sofic-c

& 8 : macniica.com ZEE U IEBEL B LMD R X1 >

INSDRAAVELLKRBEFRICFEET D RAAVICHEULEEDTHZ I EDNDMD R UT.g D qIiCBo>TWED I IZHEST
WehmDmr+n) &8> TWeh UEIBEC ZABNTI BTcDICEUG LI RAA Y THBAREMEABVWEEZ TVWET,
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24 7V—X—ILDEH
IDA—=IIE 2015 FICL. NV ZAWRY NT—=I ZADREIT 214V VT Y ARG —ERIC TR L IcERED—DTT  HAEN D
ENBWCBEC X—ILTYH ZHAIGBADEEILEZE > TOWE T A—IIORBEF, RAFDEBZRET ZHRAUNZEI XA AX =)L

FFERTY,
From G- S <:2lcs S0 @y oM > 1Y ) Reply ) ReplyAll v ~ Forward More v
Subject Payment detail of 7 Aug 2015/08/04 8:09
Reply to TS - CEE < 3o GG dr.com > 17
o S <y © S T
S
Dear S,

Thank you once more for your kind email, Pls make this payment to this our bank account here below.
We are having some problem with the other bank account and can't be used for any form of payment or transaction for now.

Total Amount is: @il
BANK FOR THIS PAYMENT

BANK NAME : POSTAL SAVINGS BANK OF CHINA
ACCOUNT NAME : s

ACCOUNT NUMBER : 62 i

SWIFT CODE: PSBCCNBJ
BANK ADDRESS : N0.39-2 SHENG LI DONG LU ZHANGZHOU SHI,FUJIAN ,CHINA.

Will wait for your reply of this email with the bank copy.

Regards,
=,

9 : BNDEE| %% > THELz BEC X—)L

10 FBEINEETT KL X (From ANw &) ERIEHRT KL R (Reply-To ANy F) BIALIZHDTIH, FETT7 KL RiF, EXE]
ENEDIEUWR XA VICBEBEINTWE U FRLREA—IHDNEEENBLL LSIC, RELETZRL ARRKEENERIICAELLT ) —
X—)L7 KL Z(dr.com) TY,

From e <sales @@ R com> BEIEDELWR X 1 v &k
Subject Payment detail of 7 Aug
Reply to GRS - G < s:|cs GG dr.com > Y¢| EE%ET7U—X—L7 KL Z (dr.com)

To A <Gy © A ojp> T
® 10 : B I hizEETT (From) &iB{E%7 KL X (Reply-To)

drcom EWS RXAA Y (E mail.com EWS T —X—)LF—EXTEIRTE S 200 BHDO KAV DHFD 1 DTY, D mail.com TE
RTEDRAA VI COEFIDESICBEC A= TELFEDNETZ LT A—NAYITERERT D& DA —ILDEYDEETHD
MDEURE 1T CHBBD. Ny FRHICIF yahoo DXFIINLHRER TE, Yahoo.com D7 YU —X—JLRFFBEDAYFTHLH D END
Yahoo.com D7) —A—)LhSEESNII ENANDET,
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Received: from HANNEEESO©014. g .prod.outlook.com (MNP .246.29) by

Received: from SENSEEENCACOG. gy .prod.outlook.com (GEEEMNP .58.46) by

Received: from AM1FFO11FD@22.protection.gbl (2a@1:111:f400:7e00::139) by

Received: from nm27-vm2.bullet.mail.nel.[El0e. com (98.138.91.215) by

Received: from [98.138.226.177] by nm27.bullet.mail.nel./ELll!. com with NNFMP; ©3 Aug 2015 23:10:09 -0000
Received: from [98.138.87.16] by tml2.bullet.mail.nel.[Ellsls.com with NNFMP; ©3 Aug 2015 23:10:89 -0000
Received: from [127.6.8.1] by omp1018.mail.nel.[JEl{ls.com with NNFMP; @3 Aug 20815 23:10:89 -8000
Received: by 98.138.1085.213; Mon, ©3 Aug 2015 23:10:08 +0000

Authentication-Results: spf=pass (sender IP is 98.138.91.215)

Received-SPF: Pass (protection.outlook.com: domain of [ELlG.com designates

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=|[Eljls}sl.com; s=52048; t=1438643409; bh=+iwb9ZfMvtx}
X-JEUel -Newman-Property: ymail-3

X-)Ellels-Newman -Id: 126189.95920.bm@omp1010.mail.nel. [l . com

X-YMail-05G: 6heeekkvMimClvhjdnaMf2rBglsSxhvY2dA_nUYZnWEibC3TIGLHISkvX3TLWOP4A

Date: Mon, 3 Aug 2015 23:09:59 +0008

From: "G - SENRD G <solcsE(EEENEES. COM>

Reply-To: D - D @D <szlcs. @I .com>

To: "CHND GEED' <N S_,. o .]p>

Message-ID: <1676893878.7897.1438643399647.JavaMail .[Ell@mail . JEILL . com>

Subject: Payment detail of 7 Aug

MIME-Version: 1.8

|Return-Path: hbolanb e .com | HREELIRBLEEBDNZ7Y—X—IL7RLZR
X-MS-Exchange-Organization-Network-Message-Id: eS5eb9a3d-3363-4e49-61b9-088d29c58ae54

B 11:BEC X=)LDAY¥H

Return-Path ANy % (Tld, WEENEELICEBDONEZA =T RL ABBRTEE T2 U TEIE Yahoo ¥ Gmaill HEDT U —X—)L
P—EXTRE. ZEAZRNDX—)LF RLRICEET 2 EMNTEET %Yahoo.com DiGHE. ZEEAEUTHDOA—ILT KL X%EMT
BITIFEBMUIEA—ILT RL RFUUTEESNBDERA—ID Y VI HAT I AT 2RENH D XTI 6 DE D ZOEFDIHE. BX5 LA
DA=IVTHT Y MEBICHEEICL > TELI RSN TR, Yahoo.com MEXSNDHERA— I EHEENHECTEZRETH >/
EMDMDETZDELSIC, BEC ILREVWTIE. WINDDA—ILFT ATV MDFESBSN TV T —ADBEZVWTIT AT ATV N E
FEoRMDIET. ZORFDLSICERAZBETEZRLIT TR A—IOEIEIC L > THEIARZHMICIBIETE 20T, FElRE (LH T
PILBDET, ZDEFIDRT LSIC. BEC OBEHEIFT U —X =)Lz X EALVEITIRELFRNLRICTY—X—)L7RLXZEE
FTBEF TR BEC A—LOXEERA Y77 LTT7Y—X—IY—EREFMBTZ2DTT,

ZDEZETIE. BEC A—I)LZZEUBARBEANKEEDOOENRDAATLEVWE L. UL, A—=ITFAIY KEEEINTL
e DIFIRD AL BARBZER TIER L GBADEE LRI TU ce T DI RARSEITWHERZIRN T BT &ICRhE U,

5 https://support.google.com/mail/answer/22370
https://www.yahoo-help.jp/app/answers/detail/p/622/a_id/47956/
6 https://help.smallbusiness.yahoo.net/s/article/SLN29479
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12132018 XV ZHET I L JIL—TRT D% (macnica.com) ¥ > T BRIC/EV BEC X—/LTT, 25 5HRAKKIC, B
E5EH mail.com D7 Y —X—)LTF—EX TN S KA A > (dr.com) i@ >TWET, (K 13)

From (D @ \acnica) <@ macnica.com> Y1 ) Reply ) ReplyAll|v -~ Forward More v
Subject Re: Macnica @SV - Bank Change - Customer Notification 2018/11/02 17:14
Reply to e @ (Macnica) <@l .macnica@dr.com> ¥
To Ny . com.my W
Cc @ O, com.my Y7, (IS CEE.com.my YT
Dear D A

| just got an information from our financial department that our Citibank account has been submitted for bank auditing and for
this reason our account cannot reflect any payment for now so we have decided to receive payment with our subsidiary account.

Kindly confirm to us so we can send you our Associate banking details.
We are really sorry for the inconvenience, Please bear with us.
Await your quick response.

Thank you.
Best Regards

Finance Department

Macnica N

Phone: <ESGEGEG (Ext : D)
Website : http://www.macnica.com /< EG_G_g

K 12 : macnica.com Z% > CT/EWI/z BEC X—)L

@ Macnica) <@ macnica.com> ﬁ I TI=ZHADELWR A1 V&%

Subject Re: Macnica *- Bank Change - Customer Notification
G @D V\acnica) <EERES.macnica@dr.com> ¥ | EE%ETU—%—ILF KL Z (dr.com)

To N @ com.my Y
Cc Qs CEED.com.my v7, GEigh @ com.my Y7

K 13 : I hizEEx (From) &RIEF%E7 KL X (Reply-To)
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2.5 BERETED NI BEC X—)L

14 DA —)JLIE, 2019 FICRREUFEERD S DHAX —)LZEE > TEE (BA)FE TICE W CEO FFRA =L T EHAD AL
7 RLZADNRENGZ VR A > (secure-server-smtp.cc) T9 A, FRIDFRTRAIC macnica.cojp DX —ILF7 RLXA%Z&HZ I & TREE
DEZMIS ELTVWRT Ko, SBEDX =L KL Rid FE (BAX) OLRHN SHBENMEALILHDTHD FEEMBD LD EEST
W27 (K 15)EBRICIEX —ILIRy 7 RICEESNT A —IILT— T A ICRIfE L THE> TWE LT,

From Kazumasa Hara - kazumasa@macnica.co,jp <secure-mercury@secure-server-smtp.cc> ¥¥ 9 Reply ) Reply All v - Forward = More ¥
Subject ERFEMEOFR 2019/12/16 21:28

To Kenzo Masamoto <kenzo.masamoto@macnica.net> ¥

BAZA

ABABTEBEEMD. BNTILENSIHMCHRBIHMENSDET.
TNESETEDBEE. AL TEATVEEFBEELTT,
LBUBRNLET,

E—E

iPhoneN'SiE(E

B 14:3v9=hEXTLJI—T D CEO Z%& > TEE (BF) IC/E\ = CEO FEIRX —JL

: = - , =
| From Kazumasa Hara - kazumasa@macnica.co.jp <secure-mercury@secure-server-smtp.cc> 37|

Subject EEFEMEOFR BRAREFE> THELEX—LFRLR

| To Kenzo Masamoto (kenzo.masamoto@macnica.net> W | EEofh SHEEIHERLIEX—ILFRLR

B 15: AE>fBEX—ILPRL R

16 & 17 13 B IEFR TNAT B CRERESEICE VW BEC X — /LTI HEEIFAAREICEETEVWI ENS HSHICEEBT
FEWXEICRD, BRBEZHEBE T DEICIGEMBEIH DT, DLSIC. KEENMIEL THABEE > T BT —A TR WEEN
BAZBICENTOWEWI EDSEMBIREEVERE UTRERBAEREICR > TREENEFTZRU T RIAK T —XDH D FT,

- i

HHEBHAVET,

RITEFS BRI NI L. 22 FS ALLTIE

B 16 : FHREESEICEVWABABEREDOX—IL(1)

ATTN : ol

wob i BHIEc A sTnE T,

Bl d AL — FEFERLT 270l 0BIc I w R EET 2 b /S A ICaEo oMl z a ks s amb s h T { 3w,

B 17 : FHREBSICEVCFERBAFREDOX—IL(2)

W OBADEEIENBABEZREZBHBRICENTIEE BBE L TRE> TOWEVWEEDLE, POREABBEAEICHRZEHHD., 1
B2 T — XD H 20D LNEEA.ZDLSBRGEEICIE . XELIT TR ZOMERNS BEC 0 ESHZHRITIHENETEET,
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26 FoWSEA—ILFHIY N EZDEREMES BEC X—JL

BEC D ESHDAMICENWT, FEBICAMDPEE ST —RE LT BEIEDA =T ATV ERFESISN, ZOX—IILT ATV AH5S
BEC A—ILMESNTL BT ENBH D ETBEC A =L ESHDDFTIHA—IAYINEERBFEERT DI ENE AT HIY
AOFESEISNTWDBEIFLUARATINNY T ICRBENRDOND ERB AL DRITTA BX—ILEEFEHELWRETX =LA ERES
NTVENETI R UL. ZDLSBIHETH FRICAXA—IINAYITZRD EREBENRBRZZRL TWE I ENH D FT.K 18 F. FER
BEICBWEA—I T E RSN X—IL7H DY A SABRZEERENSNIZT —AD A =)Ly 5 TT,

Date: WYed, 26 Jul 2017 23:51:01 +0200+
From: < i
Sender: <l
Reply-To: <
To: 1R < 4
Message-1D: L277914.1501105861750 . JavaMai | .wwwlwsfrf1418>4
Subject: RE: Account Update Letter.s
MIME-Version: 1.0¢
H-SAYECOPY : trues
M-ORIGINATING-IP: 41.190.30.45+
M-Wum-Nature: EMAIL-NATURE
H-WUM-FROM: |7]+
-WUM-TO: |7+
-WUM-CC: |77 7]
-WUM-CCI: |7+
-WUM-REPLYTO: |7]+
K-sfr-mailing: LEGIT4
Content-Type: multipart/mixed;
boundary="----= Part_277911_1790251283.15011058617417 4
W-Spam-Details: rule=quarantinepolicy_notspam policy=guarantinepolicy score=0 spamscore=0¢
suspectscore=5 malwarescore=0 phishscore=0 adultscore=0 bulkscore=0¢
classifier=spam adjust=0 reason=mlx scancount=1 engine=8.0.1-1706020000¢

definitions=main-17072 14
Return-Path: j@3business.fri

o

18 : RERBESEICBEWCESISNEX—ILT AUV RHE5D BEC X—ILDX—ILAY 5 Dfl

—RIBERETLREXHEAVE—IIDAELL, EENHDELSCRIAFCAEHADEHIET I VAT BEORENSDA—)L
DA=NAY T ELBUTERENBRCRIEFT A VFICEHIN TS Date  UTC+2 DREIFENRESINTE D, 7T XOKHEF
TI UM U FIRIEA—NY I ZRERT DL —RLETEENH D £9 ., ZNid. X-Originated-IP £ WSAYFHBIEINTWSIERTT T
DIPF7RLRICETZEREZANDEKI9DLSIC. FAITUTFDIPTZRLATHZZENONDET FAITUTDIPFRLR
NI7TZVADEHDAVIFILDIPFRLRELVTREFIND I ERFETHDZETACDIENS, BBIRDAX—ILT AT Y A ES
Hon. 74Vt UPDSERSNTARBEX —IDIEESNLDOTIRBWD, EWDSHEENKDIIEF U,
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inetnum: 41.190.16.0 - 41.190.31.255
netname: EMTS-Corporate

descr: This resource is assigned for EMTS Nigeria's corporate use
country: NG

admin-c: ISR1-AFRINIC

admin-c: BM74-AFRINIC

tech-c: ISR1-AFRINIC

tech-c: BM74-AFRINIC

status: ASSIGNED PA

mnt-by: EMTS-MNT

source: AFRINIC # Filtered

parent: 41.190.0.0 - 41.190.31.255

B 19 : X—lbAvFIicEEnic IP 7 R L 2D

2.7 ARSI NEXA—ILESR

TREZIRDIATEICEG|LICEFE THRT 21 & VW WK Z T > TLWAEBN G 2N EBVWEIT N HEEFEZDORRZFEFICE > T,
A= BRAICKEZIC ORI ZEEFEFESEZLHU TWBHENHDEITEFEZNT 2 EMERTT—ERITH>TWVWT, HEEERED
DIMDRUET I EE 2 TEFT DR HEBENSTEND D A—IICEH U COEFESNELWT EZEATL DD TT A—IESH
ICERHSINCBEESZERAL UEVWTEEA.
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EVRARA—NHEBOBRELEXRT 77U —F  Ganssz/boy 1 A — BRI % T

2.8 LinkedIn & {# > fcizfi
EYXZA@EF SNS H—E X TH S Linkedin (&, FIBEELNFIBEBZZEIRKL TWB I ENS, WEBEHICE > TIEIRRETDIHLEDIETRE

BRUED, ZOMBOMBICOAY I I RNULEDTZIENBRI TIHKETIHEIRRATHD & o Afe B Linkedin ZN L TEMND %
BOBEEHD EIRADY—ILE UTOHM AL TWS I EN S KBESZFOHMREZH > CEATEALWVDIEHATVWE LS5 TT,

20 FEE(EB) ICOR VY a VBEBE U TSI — AT AEEEVEELBRVWEEIOYR—Y v &R > TWE T, 2 K21 Tl
REREBEREREESLTHIVRNEED, DRIV a Vv ERBEUTCELT—RTY . 528D, COT—ATREBEDAFILARHES
LTWT. 2REDBOHBEEV.EEL CFODHLDZFEN. S5O —ya vy FA Iz UTICRE>TWS EWSBERRBTHT Y
RTT &IV CDESBF THEEFBERZWEL. AVF IR EESTLBIEICBRLARITNIERD £ A,

&, Linkedin TIEBFZ AT Y MREICHZWNTED WADT —ATlE. A MNSREFHIYRNTHDEWSHUILITEIT> I
ETB FCILTFAIY NBEDHIRENE L. 652 A BIEBRZIR > Ti@fizE> 2 & 6H D, Linkedin TEEBEZZZFESRIE
BFZATY EPMESNTWRWIZ EHNICRELU TERT D EDMRNH 2 EBONET,

\ 2

Lena Kuznetsova - 3rd " itochu
E See contact info

AR 57 connections

Manager at Itochu

Winnipeg, Canada Area

Ignore | e

20 : FffEZz%5 Linkedin D7 ho v b

Mr. Masairo okaafuji ITOCHU Corporation
Principal CEO at ITOCHU Corporation {5] seecontactinfo

Nigeria 58 1 connection

=]

E 21 : #&8%% 5 Linkedin 7 Ao > k

2.9 WEHEDHRM

2.6 THIR LT &k ST, X =LAy F72 ENSBEDRETHNHERIRIRERIZE D B D &9, X-Originated-IP N v #(CHIZ T, Date N %
ICRETOY ALY —VERNZHINTWDHEEN DD £TMICEREEIBD A > RA R (PDF) 2% > CEfHE. PDF 7 711LD
A TF—=GILIA LY = VBEBRBNESOTWB I ENHDETLEILD. FY U TFEEOLRTIIL—TNFBl B EIC &> TR NS
EWVWSTEHREDNH D XL HAERICEWTIE, EVRAA—FFRICEL > IcBR T, 71V U TEBEOREREY. HRICH DT
Y1 U7 ORFEEHN S DIEREZF LARAOBREENFHSNTVET LFHY FAX OBRN S V7 —R vy hIERULREICE
2FE T ZTUTANY RO S EIRAA—IFEICEZ E T . FA YT U TP ZRLELIEAT 7Y AN ER LB > TWD LS TI . F e
BATIE AV 7 Z WS ET DEFIIIL—TNBEC ZHEITTVWREVWSHELINTWET 8,

7 https://www.sankei.com/affairs/news/181003/afr1810030018-n1.html
https://www.asahi.com/articles/DA3513954689.html
8 https://www.agari.com/email-security-blog/cosmic-lynx-russian-bec/
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EVRARA—INFEBRORBEXIRT 70 —F  Hanwsz bty A —RROBH% T

| 3 9—9571voporestsEco—EDin BEC Kil Chain)

KEEH BEC OFMA—ILZXENT 2H1ICEABRAINRERRENH 2 EZTNTRVWITEREA. I TR, WEED
=T TA VI SREEERTETO—EDTEHE 5 207 —XICHFTETILIEUL.BEC Kill Chain & L&Y, (K 22)

OSINT &% A=ITAIV RN A=ILIRy I 2D - FEIRX—ILD EeDBIE

o

=TT Y FEATAY =37

Bl 22 : BEC Kill Chain - ¥ —%'7 1 Y I 5%xLZ B2 ETO—EDT 1 —X

3.1 OSINT I£& 39— T1>vY

WBEIZ. Y —7 Y MIARDZSEROEECESH. BREBPHMBIBLOLRKR EZRANS /2 MBHBO Web ¥+~ SNS, £/cld—#K
CE— LAY —RZEEITZDIFEDNE TRDLIBY—EREFRAITZ2IENLEVNL S TI . ZOLSBAFSINIBERENSEN
DIER%E T Z &% OSINT (Open Source Intelligence) & U E T,

TR —REERIZLHODOT—EX !
Intelius - https://www.intelius.com/
leadiQ - https://leadig.com/

lead411 - https://www.lead411.com/
Prospect.io - https://prospect.io/

SalesRipe - https://www.salesripe.com/

EIRFIC, X — )L DEMFEE R D X2 A—)LF KL A ZWET 376, 4 7: OSINT ¥V —/LP AFAEBRAWT —F ZERAL WD &
EZo5NET,

B2 A=ILT7 AV MAREOQT 1Y

SHERMICFERZ AT 2 ICE BGOSR ZF/IICIBEL T 2EDMDBETT ZDHE Ao e X—ILTF AT > ~ DRFER % Z5H.
ZUTREROTA Y U A= e EHRT 2T, BEI2BCRAFERAZEDFMZERL., YL Y 1 IV U TEROEEEOEAN
DR D AHKRE) ZEHNT T 2D T REBEREFTNT 2 FE LT T v IV I NRAT—RIATIL—KE 2L TNILI 7D
WINDODOFOMELNE T ZNENFEEZMRLE T,

T T v I VT TIWNA—INYRTLZY T RY—EINBITTIHESORITO HH D, K< Microsoft Office 365 DFRILERZ
Bolc 71 vy Y VHENMZ ROENE T ERICYIZAELTI LI IL—TITH, 23 DESBT 4y IV T A=ILAENTED,
Microsoft @ Office 365 H—EXD—D27T&% % OneDrive "5 DBHAZE > TWE T,
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From: "yl :

Sent: Friday, July 26, 2019 9:51 AM +

To: afamtmih -SBW & macnica.co.jp> .

Subject: Folder "Bonuses and Calculations Q3" has been shared with i@ macnica.co.jp+

o

This link only works for d@_mggmmg—

- Bonuses and Calculations Q3

B® Microsoft OneDrive

Microsoft respects your privacy. To learn more, please read our Privacy Statement.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 4

+
Unsubscribe from Link Open Receipt emails.«

B 23 : Office 365 DRELEHRDHEMERTcT 1 vV T A=)

X—=)LRDY VI FATIERATEE, X224 D& SR Office 365 DOV A VBEERUE T4 v VI A=)l A MGFEEINET, C
CTIRRT—RDODAANZRENFITNEBRICATLUTUES &  HEEHICTHHENTLEVNE D,

@® @& nhttps://office36dsxhuli2xjiabdm.z13.web.core. windows.net m‘it-‘x.ph;.\?t"'ju_"j 1j09aj0j01aj010aj2j01aj0.j01aj3,j06aj011a ST

L/

B5 Microsoft
< i @macnica.co.jp

Enter password

Password

Forgotten my password

B 24 : Office 365 DAY VEEZELIE 71y IHYA b
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24 TRUBOO Y+ VEEIE Microsoft Azure D —E X EICRA SN TWScoH, K25 D& S K XA >h Microsoft £ DFRF

BI % RXAA > (windows.net) TH 2 LI, SSL/TLS it e RIREDEY — I D HDTcth, T4y IV THA MERI T EDN LB
HUL<RB>TWERT,

@ & https://office36dsxhuli2xjiab4dm.z13.web.core.windows.net/inde;

® 25 : Microsoft Azure Storage D LIcihRRANEhic7 1 v Y JH1 hdD URL

26 |E. Outlook Web Access(OWA) DO+ VBEAE L7« v >V H1 KT,

OF ' https://onedrive live.com/survey?resid=2AF5F88B38BAB776!122&authkey=!ABZ0_XhwcjM6R 1w

wee %

Microsoft Outlook

Sign In To Play Voice Message

EMA|L

PAS5WORD
Never give out your password. Don't give your personal

Submit information to someone you don't trust.
Report Abuse

ﬁE Powered by Microsoft Excel

OneDrive | Terms of Use | Privacy and Cookies | Help Improve Office

K 26 : Outlook Web Access DOY 41 VEEZELEZ7 s vV IH1

mons4 vEE% L < B2 & EMAIL " PASSWORD™ & 322 RN EXREHAEMA|L »"PASSWORD’ & LW\ > fzigHHEhEix B &
NZRBEREZICR> TWET, Flo, R—IY T AIC"Powered by Microsoft Excel”& W5 FREH % D Excel D7 > — NMERETES Iz

THA—=LZEDHID CESHERBETT . UHNUL—AT 27 DL SIC KX VIiE Microsoft W FTIET 2 K X > (live.com) TH 3 LI
REDREN—IUDHZDDEN 24 EAFET.—RBELWHA MCBATUEWED,

® & https://onedrive.live.com/survey?resid=2AF5F¢

o

& 27 : Microsoft OneDrive ® EIciRAMENhiz7 1 v > J4% 4 D URL

WINIELTH . ZDESBT v IV ITHBRE AXA—IINT ATV N DFEERZHNT 2FE5TROLMEDNET,
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EVRARA—NVFBORELHIRT 7O —F st itd4 A~ Ro%sSEEN

RICELFEDNDFEIE. A=Y ATFLILCHTB/NRAT—RIATL—KETY, DE/XAT—ROHEbEERYD TR T
I—=KT7x—RKEIF. ACIDTAVA VEABDNEGHEITZ2ETFHIY NAYINRET BILOBMTREVWGENSHDET, D, /N
AT7—RAT7L—KETlF, AUCIDICRT 20040 VT8 RKL TiThd. EHODICH UL TE—D/XRT—RZHTL. BUIDIEX
TLHATERELSZZETTAYY NOY U &EEEL ET, Office 365DIMAPPPOPIC T /8T —RATL —KETDHEREMNE W
ZEMBESNTWETYS POP/IMAPD LK SHL HY —REHE_BERFIANEETERWH, NRAT—RIATL—HBOWRERD &
To COEDBLAY T T D & ZBRBEDLET,

BRICBNTZ2FENVILT 2 75 E - B BRDIFENTT, InfoStealerrRd < JLo =7 (LokiBot. Agent Tesla’z&) . RAT
(Adwind RAT. NetWire. NanoCore. DarkComet#2 &) . Keylogger (Ardamax’i&) HBECOMEBEMEE L TELNLTWS Z &N
BHEOEXF 1AV T ARV —DNERESNTVWET I, YTVZARXRY NT—UZADPRET 21Ty MG —ERICTRHAZT> 2
BECEETEH., OS50V DNDNILY z PHRBICEDD>TWET,

33 A=Ky I ZADER
AX=)LFAUY MCREAT A Y TEBREICRED & BEIIRRZIEEY B/cth, FRETNDIAX—IABZEHRLE T 2D X —
WEHBEEDA—ILT RLANIET /e DIEREIL—ILERET DI DB D XTI —INEREITDIET A—INEZHET
BEICAREATA VT 2RENBWCH, FREKRTITEIVRIZERTDIENTERT POMD ENBIA-ILRNEZEHRTEI L
T HEIOAR 2R IRDIAHRIHBEZIBEL Y,

3.4 FEIRA =L DA

WEWEFFRA =L ZEEMNT 2T 21— XTI RID T = — A CHRARIBEREERZT> T\, YR IV 7 Tl tiE
75 ENTEETSETHEL> TWAENEBEDLHICHEZ BN S, BIOOBEANKRDAATIELWRE, 6255 ULWEHZ DT
T HEENERICERMUCOBANDIRDAHZR U FTFFRA—ILEEDcHICEDND AV TTE I I TICHBETELEI 7 U —
A—=JLZ RL X $BER X1 > (rnacnica.com ¥ ltochu 72 E) . o B feA—)LFPRLAD 3 DT FEo WMo X— /L7 RL AN SEE
A=) EEDHZEIF EKETDIVRVZFEFHIT DI IRDDFIL—ILZZREL T BEIEINSFETE2A—IIRTCEZIIFREDE
BHEBELBQVWITALINBBRO DT TEIENBD XTKee A EBBUIBA Y RA RIRALAEZLHT 2 E TR L SH
EEHESEULET,

3.5 EE DT

WD H EBSOBNRDAD LS ICKBEL TH, OEZFE (Account Name) W BB EDRMEZ EE S TWED T B E, TABRDEERLT
NBWEEHHDEIT.Z5WoTciH OEZFRSEESRMOZRICE > TOWIHSBERWVRE, BRAENE2EH5 U WERH
EDOH T BCERT DL CHBEAAET,

9 https://www.helpnetsecurity.com/2019/03/20/imap-based-password-spraying/
10 https://threatpost.com/nigerian-bec-scammers-growing-smarter-more-dangerous/131854/
https://documents.trendmicro.com/assets/TrackingTrendsinBusinessEmailCompromise.pdf
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| 4 5wr7o-

BECHREWS & IT TOMRERASNHETI D, TNIZEE S IcFBHTIBEC WRICKHMERBWEWSBHZH -
ETIT EF TR EERPREHEFIOBERZSHBENNKIITT,

4.1 BEC ZRERBELRZ S
BEEERDOLSBRHEFOBENH D ET,

@ HHEAMUEDWEITES FIREEN S %,
@ iz > THSI%IC BEC ME#NT S hicisa B IENREICE S,
REHEFIT BFIOEBEFIR ERA BT L A V=D MERNICHLT 2HENH 5,

4.2 SEMIEBITZF v I DRIL
TYATLETONKOERTI N ROEZROEFRFHEFINER LRI I ETIEFZRE LT ROKSBERIFETELWE
BUBZENEETT,

@ "OENED > fo) & WIERE

@ 'EEDLHICSETOOEMNMEZ BEWNSEIOREICIRD AA T & WD ER

@ "REFHSINTVWBEEDPOEDHFA L OEN—FFNICEIESNTWS ) & WD EE
@ "COVID-19 [T & B #RFHHIC & D IRFTOEMN—FFRIICEZ /R & WS EHg

@ "FEHDOOREICIRDAATAL L & WS E

@ NEMES (FHEPRELE)DDN D T EAHB LA SBIHEIIRED AA T & WS ERK
@ 05| BIEB OB 5 DIk DA EHE

@ TERBEWVWEL (BAE ) IC K ZIRDIADELE

@ FEZEDEROER(—TBINDD)

@ IRAKLDOAELBZMEATTCES RFLEICE > TND

515D MBA B EICE D FRAFDAENEE LD C EFRERICHET D ENERBVWET . ZDLS5BI5E. BEHFID S EEED
FIORIABYE) NOEEE PR OEZROERNH ZBR(IC. REEFIVERINSHEHEZFHOUAMEL TR IEBEETT LA
TEOLSBERERZY AMELTECERVWTL & S,

@ EIBFHAIEL WHEETHERLHY.

@ EREDEFESIA—INBEGRICEHSNLHDO TR AL LR B EDEEH D ERRL SHERLLh.
UK BEESZAR VIV A MCREHSINALEFESERBELTWVD D,

@ MEHNEEIC/HZDIEHISHAE TREBRRIEE LD,

@ ELBENVEEIEORUHRICE > TVWEHD (AEEENELWRHRICE>TWSIHEEEH B D TER)

Flo EARDEEIE I TR L2TOEEIOEA#ZET 5L DICHHIT T2 ENHBDETZDEE FRE=E LTEZAD LY —HIKH
SN2 EDRBEFEEDHE TI . FHRED TOERELT. IETYRADLY—4%2KDZZERBENTIN. KBEHZZFEELT
EfFE U TWD O FIEOHRBE T 4 —<Y v hEDHEBPEZDLHRQRE AU IFILEDHBETNRVWESICULRITNIEWTETA,
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4.3 5% DA
B##E 5 - /o BEC A BB EICHEENF SNIBRIBA RO L 5782 L2 BEIEICAML THDLENH D ET,

@ "UUNSBFA—INTIRALOEOZEEZMKRIET 5 2 & IFEIFICRVN, EWVWD T EEBZ S,
@ TERBHICEVWEDLE.ARITZEFEESETHIEATHL,

G| ERORHEIC K DEEFIEEI LA TESRELDOTIN, BilfE U TORNDMBEVWERERMEICR D, E558BVHTHEERELE
fELeh, EVXALOMBEICRZ ZENHEDFTZDLSBEBERICHS BV oHIT, BENTHEWTIE BEC ORIEEMEZHERT 5 /21T
FTFHBECICHT2EHZI DELETHEIDELHDET,

e BBICE > TR REIBZEF VR Y =Y VY IR/ICERTVWIEHEEEH 2D UNEBAEZSI W LFINY =Y Y TRHICH
LTH, BEC ORBENFRZMLHIT TV EEMZHERL TVWE I FINY Yy It & BEEIEEEKIC BEC BT 2 U XV 2
EHELUTBBENHDET,

4.4 SRR

BEC Kill Chain TEst L & SIC, HKEHIFIA I ZEHRT DD A—ILF ATV MAOREQT AV EHAE T AEDT A VD
YR 7S U THRS I edIc, ZERDIALBIFBICHENBFRTIECPOP P IMAP B ED L Y —FELF L ERFBi z@mEl TcE W
oML T 2 & ZBm<HERE L FIL.45IC Office 365 ¥ G-Suite RED T U RZERAL TWBHETH, LAY —FIANEINICE ST
WRWHERT S e zBEDLERT,

45 7V)—=A=)L7 RLADSDREESL
BEE (. Gmail. Yahoo X—J)LIREDTU—AXA—)LZBAT 2 ENEL, o, ZEFICHRERHIDNBZW E&IH > TH. 28 M
mail.com EWS 7Y =X — LY —ERICBRINIA—IL T RLAEZEBRT EDINASNET,

@CIILCO[T] Email Tools

Get your new email

Customized for Your Needs

Free Sign Up

Stand out with your email address

Choose your email address from our huge selection of domains - from @elvisfan.com
to @consultant.com - to suit all your needs.

K 28 : maill.com ® 7Y —X—J)LH—E X
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Z DT, mailcom DIRET B RAA VRS, RINLAT A ILIBRET, 7V —X=)LHE5DA—LTHZ I ENONBHRZMMT B
LT REEBC—EDIEEZRIVIRDH D LT HEEDEBALA—IESIEMNTA—ILERELTSBIC. K29 DL 517 —
A—ILD 5 DEEE DD BXFINHRZICA> TV E BEDHE ERFINDE BEICIN S TRENESED T T,

#Sent from Free Mail# @R |nformation

29 X—=LERICTV—A—ILDSDEETH B I EZRTIEHEDITH

FE7IYT7DOHRNEETIE, 7Y —A—)LEEYRRIFES>TWET—REL4H53H. 7)—X—LOZEFIRET S & IERLE
R EDNHDET,ZDD, 7)—A—=ILHEDA=)LTH B ENDNBHELE—TTNICRNET DI ENNENTT . Fle. X—
S—CTSIAVEEBALBEDA—ITRLAICKIGEULT. 7Y —X— L SDZETHDIIEENSETZIEHTEET, (K 30)

ZOX-IViE, 7U-X-N7 FLANSERENTIET,
EROEAEARLETY-X-ViE, ETR- IR e En T ReT
IEDNIEETT,

HETT FLASEENERBLTESL.

30: ZU—X—ILDSDREETH B LEETZY 1 70OY (BFRE)

46 7V—=RA=)]L7 RLANDREEES
BEEARIC T —A—LBRICRIET BB, EE2H T2 E bHBNTTZEERED, RLAT ALY ETHRRBEERT 22 &1
R TINA—F—C T 57 VEBAT B2 L TERNTRTT. (M 31)

2Y=X=W7 FLZANA-VEERLESELTVET.
BRPEATARRLLIY-X-MI ETRZA-NFRPBHTRET
F{EDNSFETY.

EE%7 FUASBENERIEL TCHE,
3 Wi, BURAERFOETBORMLY, TiLBDSAROME
CRREBLELLLSS, BEEABEL TTEANOSRLRNLT
K&,

ok 1| #even

31: ZU—X—)LA\DEETHB I LEET DY 1707 (BFE)

CDESBHIRIFBIZEEETT NL R %2HmD GRIEFL (Reply-To)E 7 U —A—JLICEREL TWBRICHEM T,
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4.7 ZFERT7 RLALERERTZ RLADERBBZ LEICES
EHADOER (From Ay &) 2 EL WRETICHD . RIESE (Reply-To) ERBEEDA—LT RLRICLTVWET—ANELHBDET
D& S I EETERELENRBIBRICESEHIFHED. ROEE5X 2R THEHTYT. (K32)

— ~—r

e } T -

/_Ii\ EEEOT FLAS, TA-IDEEAT FLAEER>THD,

£80 B=F(CLB TRDTFUA-IL] DEEENBDET.
COLDRFED. BEIEZOBFER>THFNZEES TESZRR
A—)JLEER] TLLEODNBFETT.

EEET7RLANEEAIEEZLTLEE.

¥ BC. SRARSFOEEEOMGERE,. BACENHIAEDE
[CRERESCECRVWELD. BFENEERETEEMHOSEZTER
LTLEEL.

OK ' Frtl ‘

e

E

4

K 32 : &EET7 KL X (From) &iRE.RT KL X (Reply-ToO)HNERZ Z L2 EET Y1 7OJ (HFE)

4.8 EHEEDEW TLD 5 OZ{ERA

freenom (& FFED TLD(tk .ml .ga .cf .gq) TRAA Y ZFBEE TEZ Y — XTI MD TLD LB L T YA N—BRICEAS
N3 ENLZWH ERANICHRIOC T Oy 7 OFREIRETU £ 5, (K 33)

services v Ji—kF—Z v Freenomic 3T v Support v YoAZod S Rl v

ECERAR AN

-

HIFEATAE

'r.za-’scvuj %‘

B 33 : freenom DR XAV H—ER

fz12 U, freenom THIFATIAER TLD (&, .ml A% U HEFE, .ga KM ARV EME LR E, Then&EBZH 509 TLD THH D RRICEED

BENARICHAL TWET—ZABERLTVWET 2D ENS, freenom BAEEZRICHIRT 2 & 1d. BREBOFIBRRZIEEL T
ST52HEBNHD £,
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4.9 @ OFFIC TLD BAS 7 R L A5 OZ{ERN

WEEEF @ OFFIC TLD A TWBF RLRZFEVN, DUTHEMBNEVWE S ICESHBEDHD X TROAD L SBAX—ILT
RLRF EBEOEYRRATEDND Z & @FH T WEEDES T EDNZ W, BRENG DA —ILELTTZTEITED, VAT LE
BEENIEC—ZEZLEOLTHLIVWTL L S,

REIGA=I)LTF KL ZF) :
e ijp@gmail.com
e com@gmail.com

sk

.net@gmail.com
FEBEETIE. COEDT7 RLABLOFRL T U =X —LPEFEEOENTLD ILL2RBEAXA—ILOEEICLD, 2019 FIC 28D
BEC A—ILZz&E L. BECTTRAZRAICIHILET DI ENTEEL U BEENROA—IILBIE—BICEZ THBET, hD. EVRRALDIER

A=VFRBEAEB D EBA(ERA—INFEELLIHZEFE. RTA MY XNTHE)BEC ICL2WEZEZ S EEIRNTHREH TS
N2FED—DEEZXET,

4.10 38R X1 > DRTR
BROEL N X1 UAEREINTOWBWHIERT 22T BECICR DK ZENTEDZBENH D EITTLDIE VWD KA1 VI 5
BANKEUVZSBRAAVIETRET A FOLSBRERT—E X THIREFRRTEET (K 34),

BURAA Y DORRICEZAZT—ER !
https://dnslytics.com/domain-typos
https://dnpedia.com/tlds/search.php
https://dnstwister.report/

Mode Search Word Where Duration
Starts With v macnica m Current Zones v Last 7 Days v
Domain TLD
x
1 macnica com
2 macnica net
3 macnica org
4 macnica XyZ
5 macnica solutions
6 macnica-apps com
7 macnica-cloud net
8 macnica-cytech com
9 macnica-mfe net
1N marnira-na rom i
@ I B 500 -~ 1-20/20
B 34 : K XA Y ORFY—EZ
4.11 DMARC

DMARC #5925 2 & T, BfEBO R XA Y EFMUILA =D, ECICENTEITESNTVWIDONZEETE DL SICRDFTZD
e, BREMICAD TF U BEC ICK DENEI S TRET 2EREZRAICEHITZOREENHDEIT, UL L, WEENBEBEE<EACRN
AAVEZOERFFMULBEDHICHENH D FBLLR X > (rnacnica.com ¥ ltochu 72 &) & fEohn %35 & 1d DMARC OHIRATT
F /= DMARC O#E%E/ D IC(d. EZEQ & ZEROWA DB T DMARC #RELU TWSRENH D £9H. HAERNICEH T2 DMARC
DOEREFFERINRDEVNOHZREETT,
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| 5. 0vo7 ham

£ U BEC ICEBU TGS RKE BEEBDL T RARBRT V2 a Vv ZRZRENHDET. I TR ERICHAE UTITSDE
NHZEBZ W DNEIFXT,

5.1 SRITVERITEEANDER (ZEDHNOHEL)
WEEDOOEICIRDAATLESTLIHEE, @IdEbHN, LRV EC ZEOMORELEZTSVDENSD D £9 . BMIETEEL L US
LR DB 7 B ORISEFIE DEE LD SEDE LU £ 5. ZDTHIFRITNIFEWEEVWWC EIFESFTEH D E A,

5.2 X=ILF7ho Y FHMEESNTVLRVHER

BEC Kill Chain & 23 TRUfc &k Sic. WEENFEFICEGIFMZIEET 27D X LT H VY S ORFEREZHNT 5 DIEEETF
BT IGIFMEIBRL c LTI s ncifRTHNIE, BEBD L CBEEIBOA LT HVY hHMRESNTVWSARENSV E
EAFETEFMNICERUTOREF VI THIET AT ATV MHRBEICL > TRESNTVWRLWAERIT 2 ENTERY,

MEFSIAE ¢

TEIRIERRTE DR WHHERR
REEA—)JUIRD 21 )L —IL DR WDVFERR.
O D SREAT A > ORI IR WHEERR

5.3 VLU = 7 REEDIEVHER

B2ICTERR UL DIC. A—=ILTHD > NDFREIEREFHET %26 InfoStealer, RAT. Keylogger REDNILT = 7h\MEDN D Z
EDRBDERIM. CDLSIBNILT T TICPCHBREL TWEWHMERUICANRWTUL &S P YFIAIADEERT 7 I ERHICLT
TINAF v ETED NI T ORERMERET 2FAY —IIBEEFE LD ULET,

54 IXAT7—KODZEE
REQTAYEINEABEDHZ2 X —=ILT ATV b P, IILT T 7EEOEWNH S PC TE>TWeFZh oY McBHhZ /(X T— R
2TCEELTHEEHELL S,

55 REEDNBULERALIYDTAI5 0>

EEBOELRAA VRENPPEEINTVNSHE, REL THEC & WEHRIBUBEMEZS > THEIEICBEC ZA#T2TL LS. %
SBEBVESIC, RAAYLIYZ RSO Abuse BANEIE L, BRERXA 22T 0TIV LTHSVEL & 5.Whois [FERNS KX+
VLIYZRRNTELV Abuse RO (A—=ILF7 KL R) 2RI DIENTETETNRAANVLIZANIHSHIEDIET VY AERHENZ
EEZVWDT.BECAX—ILDRT ) =223y MREFRBHEUEL LD RAAM Y LI NTICE - T JIGHEWR E, WS ICTEIRIED
BonBWEENHDEITNDBIZISL. TA VT IVETHE>TVWERL L S,

5.6 M5IE L DB |
24 THIR UTc & 512 BX5156%8R > 7o BEC I & > T, BB TREE (MBEANDIRDIAH) AN RELIZE BEIEAOEF2 VT 1
HE (X—L7HhoY hORERE) MEUTWBERMEDLS D £ 9. ZOEREMUARHT 22 enTENEF RDRAATLE > fiHE
BEBICE > TRNT B ENARBIBENH D KT P . BEMEER o BEC L& - T HBIETREENRE LB G, BEMREA
DEF2 YT« ICRIENEC TV AREMA S D EEEORD IS U BRI NSRS BWEEEHETL & S,
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