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R—> [Activityl > [Detections] MDiEmE_EEB

[Type to filter] 27w 3 BE(CLD. BECRREESN TS 718
i BLUSNDBEZTE I IS U T BENTEETT ., ANDRLETIRZR
=NZEd,

Q, Type to filter 671 detections found

Severity Tactic Technique Time Status Triggering file Assigned to

Critical ¥ Execution E 5 Last bour New : powershel... 329
High 465 Machine L.. 274 e 8. Last day az In Prog 8 explorer.exe 50

Medium

Low 95 Q 671 detections found
Information... 4

Technique Status Triggering file Assigned to

Critic . 136
Agent Version

Select All High
g Q, Hash: X 45 detections found

ERIL  Assigned to

_ Severity Tactic Technique Time Status Triggering file Assgigned to
Command Line

Critical Machine Le.. 4! Sensor B > Last hour New powershell . Unassigned 45
Ha n High 3 Execution 4 Po verShell A Last day In Progress Shinobot.

Medium Initial Acce... : Sp:arphish.. Last week True Positive shinobot.exe
Host Domain ;

Last 30 days 1 False Positive temp.dat
Host First Seen Informational Last 90 days 4 Ignored ShinoBOT.exe 2
i
2 more
Host ID rechNIcUE
ialppccess .. ) .
Host Product Name ' Select All No grouping tSiu;r; by newest detect
Host Type
rechmiouE H|gh TACTIC & TECHNIOQUE O DETECT TIME HOST USER NAME ASSIGNED STATUS é"_]
Hostname Liarning @ +2 othe Initial Access via 5. 2018-11-06 16:45:36 VICTIMCS Administrator Unass... New ©
] I s
Objective
High TACTIC & TECHNIQUE DETECT TIME HOST USER NAME ASSIGNED . STATUS
\ Operating System "'}""'CUE Q@ @ +3 othe Initial Access via S. 2018-11-06 16:45:32 VICTIMCS Administrator Unass... New © o
m H|gh TACTIC & TECHNIGQUE ™ DETECT TIME HOST USER NAME ASSIGNED .. STATUS ['J

Macnica Networks Corp. All Rights Reserved.
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[Activity]l > [Detections| DiEIEHEp

[No groupingl 5= 0UwId3E, RARE - J71)L
HashfE - D7 1IL&BEDT7S— MNTIIL—E>THRET,

Low Defense E... 10

Information.. 24 Falcon Ove.. 45

6 more

Select All

TACTIC & TECHNIQUE

Select All

0

®
™

Medium

High

High

In]...

18 more

DETECT TIME

TACTIC & TECHNIGUE

Credential Access .

TACTIC & TECHNIGUE

Machine Learning ..

TACTIC & TECHNIQUE
@

MAmabima | asenine

No grouping

False Positive

Ignored

Sort by newest detect
time

20181707 N010:E1

ASSIGNED

USER NAME STATUS

Sort by newest detect

No grouping time
DETECT TIME Nogrouping ASSIGMNED STATUS .
2018-12-03 09:4526 Grouped by Host Unass..  New 5
Grouped by Objective
Grouped by Tactic
DETECT TIME d b Technl_ e ASSIGMNED STATUS (;LIJ_J]
2018-12-03 09:10:55 Grouped by 9 Unass.. New O ¢
Grouped by Severity
Grouped by Hash
DETECT TIME ASSIGNED ..

rouped by Command Iine/

STATUS o
hlasis L [

(AT

Select All

HashfBE/R— X

HASH

7 matching 7b021b896b65f29cae4896¢c11d3a31874e2d5...

HASH

1 matching e2f05237b8f0ae162c52db1c2354e98ce67787...

HOSTS

5

HOSTS

1

Grouped by

CRITICAL

0

CRITICAL

0

Sort by newest detect

Selec \ !
/—I—\ Z l\%/\_ {  Grouped by Host time
1 HOST LAST SEEN TYPE CRITICAL HIGH MEDIUM LOw INFO...
— 101 en VICTIMCS 2018-11-.. Workstation 0 100 0
H\gh TACTIC & TECHNIGUE DETECT TIME HOST USER NAME ASSIGNED TO STATUS H‘]
+2 o Initial Access via Sp.. 2018-11-06 16:45:36 VICTIMCS Administrator Unassi.. Mew 3]
DETECT TIME HOST USER NAME ASSIGNED TO STATUS

= T o
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[Activity] > [Detections] DEETE

@R (CRFT—H R - BEHEZEEGAEETI N PS—hIqILFU>
I II—E>DTZRANWT, —ETERS— MDOEEEORETI .
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N—> [Activityl > [Detections] > [EXECUTABLE SHA256]

DetectionsR— S DWhitelistEFOBES. 20w O CEEQ]
= BECY, —iECTEHDHashiEZE&EIxR=NT=L\I5E(L [Prevention
Hashes| R—ZHSDTEFHNDEH T,

Shinobot.exe

Unassigned
VICTIMCS Network Contain

Select policy action

>) Connect to Host

Always Block

et

FIRST BEHAVIOR MOST RECE CANCEL

__ SHINOBOT.EXE

\Documents\Shinobot.exe Upload hash: e783001fc7cd747364a2c0ce6fa404af4f84a01e26a8932038e5025::809d33f7

KAEBDU R MEZEA

XECUTABLE 262ca19ff3dbc9dca2fOeabcf127b8a773
. ¢ Hashes 13.Jun.18 06:18
23a69502b4e1bc703
v Windows Mac
;- CANCEL
Common Common
=
N = . LS1
71 LS |
None
CUTABLE MDS 35b9da2067f27ead79872bccb12ebfab

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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(2] WhitelistBlE

| WhitelisthSEREN3&RM>FUA
| EARNR7ZS—bF (ORSEMA)
| [Tacticl IHBAY"Machine Learning” &> TWB 75—k
| [Techniquel IHBH”Adware”£=(EX"PUP"ERDTWB 7S5 —bh

networks

% LRSS FUABSHIHT BWhitelistER I EFTHMVEDE TS,
| BANKRI 7L

| E2FT771I) (exe/dlIEF) DFH. Microsoft Office T 71 Il (.xlsx/.docss) (FERIAITE
BAo

| Whitelist{ErlgEEZR & EiximFR

I5H SR

@®Detections > EXECUTABLE SHA256

LT AN AL @Configuration > Prevention Hashes
71V
J71ILIKR @ Configuration > File Exclusions

27 A )ALSRF

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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[Investigate] > [Host Search]
> [Activityl] > [Detection Activity

Po5—hrO—EBZHE - IS CEE£9, /. HiZIEE L TCCSVT
HEHTDCEEBHEKFEIDT, HHRADLR—FDEFT—FELTE
= CHAIBETET.

[Dashboards] > [Detection Activity] WS I(3#fstIBiR=ZEUSIE
[TEIDT. HETTEHATZL,

Detection Activity
Search ACTIVITY v
Host Name: User Name: Status: Scenario:
All % All %
Detection Activity
Severity: Company: Time range

Bulk IP Searc!

All % All [ I Last 3 days " m Hide Filters

Falcon DNS

Linux Sensor

Detections
Mac Sensors
Detect Host User
Date Company Detectid Severity Objective Tactic Technique Disposition Scenario Status MName Name
SN
Hu‘st InfD 2018 Macnica 12887716968 Medium Gain Credentia Credentia N/A Credentia New WIN takesh:

02:f

XKEHE FEFERTRAOO-ILLET &
TORR— MR HRRESNFET

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved. 9
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| MITRE (¥145—) #ICDWNT
| HfeSsEEEES (CVE) ZFITUTVWSKEDIFEZFIHAFTHEBREICIRDET,
| ATT&CK (775w D) [CDWT
| ATT&CK = Adversarial Tactics, Techniques, and Common Knowledge

| XEHRBWET T —-XERIEUIIZ"Cyber Kill Chain”(C, BE#NRREFEZEMU
EIL—L9—01CRDET, COTL—ALADTD—DICLKD. CrowdStrike Falconh'5
DETS—PMIHUT, WEBOBEHMN - MEWIH - MEFEZBBIDICEHNTEET,

Cyber Kill Chain (IREEDRFwv )

Privilege Credential Lateral Command and
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control

Drive-by CMSTP Accessibility Features Access Token Access Token Account Account Application Audio Capture ~ Automated Commonly Used
Compromise Manipulation Manipulation Manipulation Discovery Deployment Exfiltration Port
Software

Exploit Public- Command-Line Account Manipulation Accessibility BITS Jobs Brute Force Application Distributed Automated Data Compressed Communication
Facing Interface Features Window Component Collection Through
Application Discovery Object Model Removable Media
Hardware Compiled HTML AppCert DLLs AppCert DLLs Binary Padding Credential Browser Exploitation of Clipboard Data = Data Encrypted Custom Command
Additions File Dumping Bookmark Remote and Control

Discovery Services Protocol
Replication Control Panel Applnit DLLs Applnit DLLs Bypass User Account | Credentials in File and Directory = Logon Scripts Data Staged Data Transfer Size Custom
Through ltems Control Files Discovery Limits Cryptographic
Removable Protocol
Media

SE . https://attack.mitre.org/matrices/enterprise/vvindovvs/ "© 2018 The MITRE Corporation. This work is reproduced and distributed with the permission of The MITRE Corporation.”

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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| CrowdStrikeTDYY E>D(CDWT
| ATT&CK®D [Tactic (fl1)l T Technique (Fi&)] (CHMX.

CrowdStrikeld I 1 ZFE= - BEIMILTWEXT,
| TIREEI ZEMITDIEDIC. <Fi&E>&EL., <EiiT>ZTUVEL

2o 1 EWSEFENTEXT,

X ED [Objective (BM) 1 [CHEZHUBRWREZEICEAUTIZ. T[Falcon Detection Methods 1 &L\50bjectivelc¥EU TLE
ERS

Spearphishing WEEIEBATDIESHIC. REPI1vE 2D
Attachment A=)bZfE, FIHERAZITVWELUE,
WEEG gBEHIC. BIHBERY > TV —
VBV, FBEINDTZ IR ZITWEUIE,

Gain Access Initial Access

Gain Access Credential Access Credential Dumping

: WEEG IDEHIC. PHO> Malk
Keep Access Persistence Create Account L. kEtOREETE L.
Obfuscated Files or IXEEI(L IBEHIC. TF7AILOIEHR

Keep Access  Defense Evasion Information EHELL. B 2FADERETNELE,

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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| ARSI

| A7 I>DEE

| 75— NBHIXA—)LDEE
| API
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| SNFETORMSFTUAZEELEL. Objective/Tactic/TechniqueN

RELREU.

powershell.exe

2 (o) 102 S

High Severity Suspicious Activity
A suspicious process related to Malicious PowerShell Download activity identified by

CrowdStrike was executed.

Medium Severity Attacker Methodology
A PowerShell process downloaded and launched a remote file. This is often the result

of a malicious macro designed to drop a variety of second stage payloads.

powershell.exe

e mimikatz.exe

SEVERITY
OBJECTIVE
TACTIC & TECHNIQUE

SPECIFIC TO THIS
DETECTION

ACTION TAKEN

INDICATORS OF
INTEREST

® High @ Prevented

Gain Access

I Credential Accesslvi* Credential Dumping I

A process appears to be launching mimikatz, a password dumping utility.
mimikatz's primary purpose is to steal passwords. If credentials were dumped,

change your passwords and investigate further.

Process blocked

Associated 10C (SHA256 on library/DLL loaded)

fb554148482811804858ce188c3dc659d129e283bd62d58d34f6e6f568feab..

Associated File

\??\C:\Users\PabloHoney\Downloads\AttivoThreatInject_281710131..

sRBAEB D DIREENEX X U,

SEVERITY

OBJECTIVE

TACTIC &
TECHNIQUE

SPECIFIC TO THIS
DETECTION

ACTION TAKEN

INDICATORS OF
INTEREST

RULaYyasi_W v LiRUDayasii_v

High Severity Suspicious Activity

A suspicious process related to Malicious

PowerShell Download activity identified by

CrowdStrike was executsed.

Medium Severity Attacker Methodology

A PowerShell process downloaded and launched a
remote file. This is often the result of a malicious
macro designed to drop a variety of second stage

payloads.

® High W Prevented

Gain Access

Credential Access iiCredential Dumping

A process appears to be launching mimikatz, a password
dumping utility. mimikatz's primary purpose is to steal
passwords. If credentials were dumped, change your

passwords and investigate further.

Process blocked

Associated 10C (SHA256 on library/DLL loaded)
fb55414848281f804858ce188c3dc659d129e283bd62d..
Associated File

\??\C:\Users\PabloHoney\Downloads\AttivoThrea..

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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A1 DEE

| SNETIRMSFUABICTZAIAHBERENTUWERLED,. TEEL
ObjectiveB[CHEENTWET,

| =57 0Y IK>0verWatch#& B, 7 >(C)\y htineE
NDKSCBEDFLIE.

TOwIAR g

OverWatch-f > |~ @

networks

Gain Access

Keep Access
Explore
Contact Controlled Systems

Follow Through

8
®
Q
o
B
®

Falcon Detection Methods

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.



-l macnica

75— MBEFIA—I)ILDESE

| A=ILAEKXZ[CERMSFUADRBERENTWELED. [Tactic &
Techniquel [CREDDIHLDEUE, £z, JOvVITNTLWBIEEE
[Severity] IHE(C"Prevented” &RiESsNET,

2018/05/08 () 9:20
falcon@crowdstrike.com
ALERT: [Medium] Malicious activity detected on '

networks

2018/ ) 15:26
halicious activity has been detectad in vour environment. Please fa | con fC_D CrDWd Str[ ke .COom
ALERT: [High] Malicious activity detected on

QOpen detection details: hittps://falconcrowdstike comfactivity /de CRASEH . STES U SLT Web J50H—
processiew=tree

Severtiy: m
Scenario: malicious_document
Time: 2018-05-08TO020:072

. CROWDSTRIKE

SEVERITY: High - Prevented
TACTIC & Execution via PowerShell
TECHNIQUE:
TIME: 06:36:01 on Monday, Dec 3 2018
uTtc
OPEN DETECTION

Open the detection to start investigating.

T you determine it's a false positive, check out your whitelisting options.

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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APIDZE®E (&)
| 20195 1A16HI(CQuery API1& Streaming APIO—SIEENZEE S

networks

nxXd,
| Query API
EE QDIEE%A ZEZDHEB%
objective
. tactic
scenario .
technigue

pattern_disposition

| Streaming API

rE DIEA%A FE =DA%

Objective
Tactic
DetectName Technigue
PatternDispositionValue

PatternDispositionDescription

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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| Real Time Response(RTR)ICDWT
| A>54>® Falcon B XA b=)bEhizimkRICRUT, UE— bTHRESNEZO
IR (T7CIDOH4E - HIRPLTORRADFILE) BRITTEDILISICRDET,
NFET, wUEEE UTIXEREKRDRY DO —TEREDH T UThY, AigEeDiEMICKD
BRARERENMABES LVEIRFEERTTEDI D, LDhx@EENEZr>27> b
IGHRIREICIRD E T, e, KXY MO —U RSP THERERITEFERUE T,

| SAFLEHF

I Powershell : Version 2.0 t
| .NET Framework : Version 3.5k
| Falcon Sensor : Version 4.5.6806

| %EFalcon UIZAD> MO-)b
| Real Time Responder

¥ [Falcon Administrator] (CEtEO—JLEEFEFNTVLEEA.
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m ECES5E

1. [Detections] R—IhSEEZITIOWMKRKTREUEZ S5 —MERR.
F7=(E Host Management] SRR ZRFEULET
2. [Connect to Hostl #20Uwvw O ULZEY,

Q_ Hostname: X Triggering file: * 2 detections found | X

Time Status Severity Scenario Assigned to Hostname Triggering file

Last hour New Critica Activity Prevented 2 otaka s@macnica... VICTIMCS powershell.exe
Last day In Progress High DESKTOP-NKMT

Last week True Positive Medium KOBAYASHI-YAMI ShinoBOT (2).exe
Last 30 days False Positive Low ShinoBOT.exe

Last 80 days Ignored Informationa TAKETORI-WIN10 choice.exe

Select All No grouping cs_maltest.exe
: Sohel Otaka ~ _+ Comment
Ay VY

D etect i 0 n S/\o— y . L] csmise N y——

()
&
&/

Connect to Host

Execution Details

Q. Hostname: 1 host found | X

Platform 0S Version Site Name Type Status

Windows 1 Windows 7 1 Default-First-Site-Name 1  Workstation 1 Norma

+Q + 0 + C +Q + 0 + 0

CS11766

Hos.. < Last.. First ... <Z> Disable Detections <’ Network Contaln

CS11756  2018-07-.. 2018-05 9.720.. () Connect to Host

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved. 20
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| BEETFEOTFRAMRYIORICERELUZWIVY> REASDL. “RUN”
20UV OUET. RSOV h(geté)(t’;‘“ﬂzl:l RU > O h\Em

e —— K R
271 ILDOREZFR R
cd J A )L DFE
cp J7A)L s TAISFDIE—
get J7 1 )LDEUS
kill JOtXDELLE
Is J71IL—&F R
myv J7A)L - TAILTDEE)
ps JOtX—&EFR
reg L>X MUDIRER - Eix - HIFR
rm J7A)L - TAILS DHIBR

eventlog  Windows-I > KOJEE
xmemdump TILAEUS > TES

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.
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| Falcon API&EUT. U TFTD4DhMEHRETNTULWE T, CFIAHICHI=D,
APIV LT >3 v VB APIEMEDNBRELIRDEIT DT, BtH
MR—BMPEOFTHBRERIVVEDETEL.

DR

Streaming API

Query API

Threat Graph API .

Data Replicator API ~ °

FREDA AR~
Falcon UIDIEEA X2 b

RS LNoCEER

R MEZR

A>T A0 —F—(CKBDER
BRIRAT—IAKE. BE

JOTCRAETREDT S TJufHAE
wmAMNS 7w TO— RULImERANR> ~OT
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| SAFLIE
| Falcon Data Replicator2BZ#btUET &, &F1—H—8\(CAmazon S3/SQSD7
HO> MBRARENE T, BITSNE7ZHD> MERREAPIZEV., WRHMSTPYVT
O—REhzO0JZ883>ATAICHAD>O0—-—RITBICENTEET,
x4 >0— kU702 %CrowdStrike Falcon\N\UX M P9I BREEFITETEEA.

N

CROWDSTRIKE
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Thank you for your attention.
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