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B 'On or before May 24, 2012 a member of the conspiracy installed Winnt/ malware in capstone

Turbine’s computer systems” (P.11)

B ‘Malware, including but not limited to certain malware, such as Sakula and [sSpace that was

uniquely used by members of the conspiracy during the period of the conspiracy,” (P.8)
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1 180CT 25 PY 3:09
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8 N S DI ICT COURT
9 TRICT CALIFORNIZ
76G i Jury
11 A AMER No. 13CR3132-H
\ 12 Plaintiff, |1 N TM ™
~0 ' (Superseding)
14 0(a (1)
é ’ Conspiracy to Damage Protect
% = | Computers; Title 18, U.S.C.,
P ] 371, 1

https.//www.justice.gov/opa/press-release/file/1106491/download
http://static.politico.com/e8/1b/7159ae1046d09ee1e59d95aef1f8/indictment-of-yu-pingan-for-providing-malware-used-to-

hack-western-companies.pdf
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LAST ACTIVE
October 2018

TARGET NATIONS

TARGET INDUSTRIES

WICKED PANDA ]

Germany, Japan, South Korea, Taiwan, United Sta...

Chemicals, Engineering, Hospitality, Manufacturi...

YU PINGAN a.k.a. "GoldSun"

=='=3

D:EIE

Winnti

Sakula [sSpace

NI)LoxT )

\

https://www.justice.gov/opa/press-release/file/1106491/download
http://static.politico.com/e8/1b/7159ae1046d09ee1e59d95aef1f8/indictment-of-yu-pingan-for-providing-malware-used-to-

hack-western-companies.pdf
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LAST ACTIVE
July 2015

TARGET NATIONS
Japan

TARGET INDUSTRIES
Aerospace & Defense, Financials, Government
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>dir
> powershell "Get-WmiObject -Namespace root\SecurityCenter2' -Query 'SELECT * FROM AntiVirusProduct' | select-object
displayName,pathToSignedReportingExe timestamp| fl"

> C:\Users\[REDACTED]\Desktop

tasklist /v <- jD‘EZUZ ~
net start H—EXDOU A
dir C:\Users\ C:¥Users¥OJ71I)LUX

> wmic LOGICALDISK get name Description filesystem,size freespace
> more

s|del c:\programdata\* /f /q | <- ANEL5.3.1DHIBR

> systeminfo

> dir

> wmic LOGICALDISK get name,Description filesystem,size freespace | more
> more

>del* /f /g

> del* /f /s /g >nul 2>nul

> del /s /q C\ProgramData\" txt

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved. 1 8
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> taskkill /pid 2884 /f

> tasklist /v
> net start
> systeminfo —XEBRD T 7 A ILDEHH (= HAZEZENE L TLND)

> reg query "H oftware\Microsoft\Windows\CurrentVersion\Run"

> %Tem
n*xls* -ri*.jtd )n*.eml -n*.pst -hp"1enal5Sexy!" -oc -ed -agyyyymmdd

e a -r -v500m %Temp%\%COMPUTERNAME%_.rar C:\Users\* -n*.doc* -n*.ppt* -

> wmic LOGICALDISK get name,Description,filesystem,size freespace | more

> more

> del c\programdata\* /f /q

> del "%USERPROFILE%\AppData\Local\Microsoft\Windows\Temporary Internet Files\*"
"Yetemp%\rarexe" "%temp%\pscp.exe" "%Temp%\%COMPUTERNAMES_*.rar" /f /s /q
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| FANCY BEAR Detected

View Profile

) TACTIC & TECHNIQUE DETECT TIME HOST USER NAME ASSIGNE..  STATUS
High Machine Learnin... Dec. 5, 2018 20:4... VIRTUALOWL Demo Unas... New &
wininit.exe
services.exe 5 2 oY &5
svchost.exe
WINWORD.EXE =N
@ ~msdn.exe Djn 3 (o 2
SEVERITY ® High @ Prevented
OBJECTIVE Falcon Detection Method

TACTIC & TECHNIQUE

SPECIFIC TO THIS
DETECTION

ACTIONS TAKEN

INDICATORS OF
INTEREST

Machine Learning via Cloud-based ML

This file meets the File Analysis ML algorithm's high-confidence threshold
for malware.

Process blocked

File quarantined

Associated I0C (SHA256 on library/DLL loaded)
6ad3eb8b5622145a70bec67b3d14868a1c13864864afd651fe70689c95b..
Associated File

\??\C:\Users\Demo\AppData\Roaming\MSDN\~msdn. exe

TACTIC & TECHNIQUE

Marhine | earnin

DETECT TIME
Informat

Ner R 201R 1R:4

HOST
1RRR-OPTIPI FX

ASSIGNE..  STATUS
USER NAME 6—9—6
lInae New

Copyright © 2004-2018 Macnica Networks Corp. All Rights Reserved.

BEHAVIORAL THREAT
SCORE

Sandbox Analysis v

100/100 D
Strict 10Cs 2
Broad IOCs o2

Risk Assessment

REMOTE ACCESS

FINGERPRINT

EVASIVE

User Details

@ Host Details

;6; AV Detections

Reads terminal service related keys (often
RDP related)

Reads the active computer name

Reads the keyboard layout followed by a

significant code branch decision

nf‘ Related Intelligence

Indicators

HASH SHA256

CONFIDENCE

MALWARE FAMILIES

6ad3eb8b5622145a70bec67b3d14868a1c13864864afd651f
€70689c95b1399a

High

Zekapab
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All reports Sandbox Report - 6ad3eb8b5622145a70bec67b3d14868a1c13864864afd651fe70689c95b1399a

6ad3eb8b5622145a70bec67b3d14868a1c13864864afd651fe70689¢95b1399a

SHA256
6ad3eb8b5622145a70bec67b3d14868a1c13864864afd651fe70689c95b1399a

THREAT LEVEL THREAT SCORE @ ANALYSIS
A Malicious 100/100 Detonated Dec. 5, 2018 20:42:47
Sandbox OS: Windows 7 32, Professional, 6.1 (build 7601), Service Pack 1

TAGGED GROUP-4127  PAWNSTORM  STRONTIUM  SWALLOWTAIL  TG-4127 EVASIVE  FANCYBEAR  TSARTEAM  TSARTEAM  GROUP74  SOFACY  SEDNIT  IRONTWILIGHT  TAG_0700  TARGETED  FANCY BEAR
REPORT SUMMARY NETWORK ACTIVITY ADVANCED ANALYSIS
Associated actor Risk assessment MalQuery MITRE ATT&CK™ Tactics and Techniques Behavioral threat indicators File information Screenshots
Associated actor
( ACTOR RELATED INDICATORS )
FANCY BEAR Search
ORIGIN TARGET INDUSTRIES TARGET NATIONS
Russian Federation Aerospace & Defense, Energy, Government, Belarus, Belgium, Brazil, Bulgaria, Canada, China,
Hospitality, Media & Publishing, NGO/International France, Georgia, Germany, Hungary, Iran, Japan,
LAST KNOWN ACTIVITY Organizations Latvia, Malaysia, Montenegro, Netherlands, Poland,
November 2018 Romania, Slovakia, South Korea, Spain, Sweden,
) Switzerland, United Kingdom, United States
Show profile COMMUNITY IDENTIFIERS
APT28, Sofacy, Tsar Team, Sednit ~ FALCONINTELLIGENCE
FANCY BEAR is an adversary with a suspected nexus to the Russian Federation that carries out targeted
intrusion primarily against North Atlantic Treaty Organization (NATO) member states and targets related to
sensitive Russian issues such as international politics and sports. FANCY BEAR operations have been
identified since at least 2012 and include spear phishing campaigns that deliver malicious ...
L J

APT28

DOWNLOAD IOCS PRINT

ZEKAPAB
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