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KEY HIGHLIGHTS: BY THE NUMBERS

Threat Group Highlights - 2023

Threat E(:tt)at:ps
\ \ \ \ \ .
®) (&) e
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\ \ Thrit'\lGerV:ups

Key Vulnerabilities Findings

513 80% A\ 16% <X 53%

of vulnerabilities reside deep within of advisories were network of the advisories that Dragos analyzed
the ICS network. exploitable and perimeter facing could cause both a loss of view and
in 2023. loss of control, up from 51% last year.

7 ‘ |
) 31% % 499%

of advisories contained errors in Dragos provided mitigations for
2023. 49% of the advisories that had none.
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Key Ransomware
Findings

—] 50%

L\

Ransomware attacks against
industrial organizations increased
50 percent over last year.
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28% 70%

Dragos tracked 28% more
ransomware groups impacting
ICS/OT in 2023.

of all ransomware attacks targeted
638 manufacturing entities in 33
unique manufacturing subsectors.

2023 Dragos Threat Groups
Summary

Three new threat groups: GANANITE,
LAURIONITE and VOLTZITE

10 active threat groups: BENTONITE, ELECTRUM,
GANANITE, KAMACITE, LAURIONITE, MAGNALLIUM,
PETROVITE, RASPITE, TALONITE and VOLTZITE

ELECTRUM demonstrates Stage

1 & 2 aspects of the ICS Cyber Kill
F Chain

9 threat groups demonstrate at least Stage 1 of the ICS

Cyber Kill Chain: BENTONITE, ELECTRUM, GANANITE,

KAMACITE, LAURIONITE, MAGNALLIUM, PETROVITE,
RASPITE, and VOLTZITE

2 threat groups, ERYTHRITE and COVELLITE,
were retired in 2023. 11 threat groups were dormant

< info@dragos.com X @Dragosinc M @Dragos, Inc.

Threat Group Statistics from
2022 Year in Review:

2 new threat groups: BENTONITE
and CHERNOVITE

o

Ka

S
T

E
2
7, Q

(/ \)
(/ \)
(T

8 active threat groups: BENTONITE, CHERNOVITE,
ELECTRUM, ERYTHRITE, KAMACITE, KOSTOVITE,
WASSONITE and XENOTIME
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2023 INDUSTRIAL RANSOMWARE ANALYSIS
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INCREASE IN RANSOMWARE ACTIVITY
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INDUSTRIAL RANSOMWARE ATTACKS
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Ransomware
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S
' .‘. 27 incidents

Africa

22 incident‘g}, ’ ‘

South America
472 incidents

1%
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13incidents ¥ /

Ransomware is a global threat; however, the majority of ransomware attacks impacted organizations in North America with

44 percent of incidents, with Europe being the second most common target with 32 percent.

Figure 4: Ransomware Incidents by Continent » 2023
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The most common sector impacted in 2023 was manufacturing, with 71 percent of ransomware incidents.
The industrial control systems sector, which is made up of companies that develop OT equipment and applications, was the second most impacted sector with 13 percent.

Figure 5: Ransomware Incidents by Sector « 2023
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INDUSTRIAL RANSOMWARE TRENDS
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10 October Citrix discloses CVE-2023-4966 and CVE-2023-4967

17 October Mandiant reports in-the-wild zero-day exploitation since at least late August 2023

23 October Proof-of-Concept (PoC) code to exploit the vulnerability published to GitHub

24 October GreyNoise starts detecting in-the-wild exploitation exploits

27 October Mass exploitation of vulneratility underway. Suspected exploitation by Ransomware
group. Boeing added to LockBit 3.0 leak site.

10 November LockBit 3.0 ransomware attack against the Industrial and Commercial Bank
of China (ICBC) and DP World

11 November Evidence of Lockbit 3.0 victim running vulnerable Citrix appliances

16 November Medusa ransomware attack against Toyota Financial Services —

suspected access via German office running a vulnerable Citrux appliance

21 November Joint Cybersecurity Advisory released
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U Citrix Bleed D551 CVE-2023-4966

12MOVEit TransferiZH 320U T hILBEOT MM CVE-2023-34362
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LACK OF SUFFICIENT SECURITY CONTROLS
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Oil & Gas e

82023 2022
Figure 6: Reports Containing Segmentation Findings
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Dragos found remote
access security issues in
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(& fthDADDLOTL TTPIZ:Command and Scripting
Interpreter (T1059) . PowerShell (T1086) « Ingress Tool
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OS Credential Lateral Tool
Dumping Transfer
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User
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Powershell Security Account

Command and Manager

Scripting Interpreter 130/0
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Half of these
are critical or

high severity Rark Razx Razrk

Dragos found that industrial
environments have a shared domain

54 percent of penetration architecture.
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VULNERABILITY ASSESSMENT OVERVIEW
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In 2023, Dragos analyzed 2010 CVEs

BT CVSSIF BB BOTRY R — U 7 —F T O F v 2 EELTWE Ao Ry contained in 531 advisories. This is a 14

percent increase in advisories and a 7

|
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BICKETERVEETO, LIRLIBEARZITH I SNET, reminden Dragos tiecked 65 advisories
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VULNERABILITY ACCURACY

1.6%

16% of advisories were network
exploitable and perimeter facing

@72»3 %
=

Dragos identifies and makes

recommendations on vulnerabilities

in 23% of its engagements.

Errors could cause asset owners

and operators to waste resources on
low-risk vulnerabilities over more

severe ones
43%
38%
2020 2021 2022 2023

Dragos analyzed 531 advisories
31% hadincorrect data
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Advisories with no patch
when announced

Advisories that had a patch

Advisories that had
no mitigation at all

Advisories with no
vendor mitigation

DRAGCS

SAFEGUARDING CIVILIZATION

Advisories with no
alternate mitigation

Advisories with a patch
and no mitigation

Advisories with no
patch and no mitigation

B o

Advisories for which
Dragos provided missing
mitigation advice

Figure 7: Advisories with Errors and Lacking in Actionable Guidance

14% of the 2010 CVEs analyzed by Dragos had errors associated
with the advisories with incorrect data. Dragos assessed these
CVEs to correct the CVSS scores with the below results.

Dragos found to
be MORE SEVERE
than the CVSS
score

Dragos found to
be LESS SEVERE

1%

were the same

Figure 8: The State of ICS/OT Vulnerabilities
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VULNERABILITY RISK MITIGATION
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Fast patching can be impractical in ICS/OT due to safety & production
requirements. Alternative mitigation is key.

72%

Advisories with a patch

54%
no practical
mitigation O/
73%
0 o OVERALL
N 28 t/ﬁ :? /;’tch NO PRACTICAL
wsor;ﬁes with no pa cd e ﬁqm ion MITIGATION FOR
when announcee g ICS/OT FROM
VENDOR OR CNA

Figure 9: Practical Risk Mitigation in ICS/OT
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VULNERABILITY SEVERITY
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Fy k=R DRSS EDTFTET BI5FR

WHERE THE VULNERABILITIES RESIDE IN THE NETWORK

ICSRy b T =D DERICH BT BT LY MMIIF BEDRRICHZ TV EIFR
BRBRIOAT7FANDBDES T71 7 I4— L TRESNIPLCEI A >R —Fy
ICEEERSINTCDDED D IR IDMEWNT I, Tt DEMN Z BT B5RIC I3
IRy T =T DRRE T —F TV FYRDIEFE RS AT LADFEY BI5FheERY
BRENDHDET,

Dragosid. ZL DI —D PRI RE R T —F TV F v
(ER3E:SANS “The Five ICS critical control”dD &2 I
ER)ICEALGIERIFELZRI VWS LZREL HQ
FLIC.SEDLR—MDRERICKS b BEZEILRHE
ARERT—FTIFvDTHIEI A T—3>

ICRHEFLTVEITUTIF EIAXT—23 VI Manufacturing
BHHLIEERNDOI T - XV RDEIETY,

) (&

QOil & Gas Transportation Electric
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Loss of control:
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E Loss of both:
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/\ Loss of neither
N view or
control:
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Flgure 10: Loss of view, loss of
control, or both

Metals/Mining Pulp/Paper

Chemical Datacenter

32



OT CYBERSECURITY « YEAR IN REVIEW 2023
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2023F. CNSDIEFFEDS B 19%IFBE CERINS)E—H
T 2DHEFEIETEH D 80%IEICSRY M T—IDELFEICIFEL
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Adversaries need initial access
to OT networks to compromise
vulnerabilities deep within the
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Advisories ‘deep within’
control network

Vulnerabilities at Purdue levels
Oto3

Advisories that impact
the border

- 19%

Advisories with medium
border likelihood
0%

Advisories that had
no Purdue level
0%

Vulnerabilities in ICS-specific
files or protocols

B 5%
Vulnerabilities pertaining to

Engineering Workstation &
Operation software

Figure 11: Where do vulnerabilities
reside?
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Figure 12: Where the Vulnerabilities Reside
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Network segmentation with
MFA helps avoid worst-case
scenarios
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VULNERABILITY EXPLOITABILITY
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TNow. Next. Never] DEBICIEM(TIFICEVWTERINE T,

2023F (I3 T FNAHUD5% D FEBIICER TN TV ZZATVE LI SANTO T RNAFUD S5 BAEENEEIC
EMINEHI/E LT REBESN S NoWIE3% 7T TH B L ZBVH LT TV IERBE T v R—U D\ BATHEHED
BEICHERI IR ERBEBITEDHRIZEDORENZHHTVET,

NESNIMBEREE (PoC) 13 L<FIADAIRE R T/ R 7O b I— RO TY, PoCId MO EE LERICHHEL TVLBIHED H
350D MEFFEDFEZARATZDDTIPoCIEK BIMDITI/XTOA ML THERLENEZN TIXTOAMIL—LT—DIC
HAAIAFNE T POCOFEICED . HEBEN TS BB T 37D DEEEDMES D F9,2023F|ZDragosh sl L 7= 77 B/ 1)
D23%IE. AR R TPoCAFIA R BE T L7

RegsiED L2k

VULNERABILITY TRENDS

LD B LRSS I DB

THE RISE OF AUTHENTICATION-REQUIRED VULNERABILITIES

2023F REDT-DHICERI 2N E T B DBD AR L E L c. ZHDEEFICRoTc—ED B RB/EFFIEICDOV
C.DragosidRMICEEZHL ELTce NS DS IFV TN O ERRMIEZR>TVEYT - TBRO 5. HBENREEDT /N1
ATV AL RZRTT 31 OICEBEER T LR BE BIFEOT7 I XEZERLET,

2023F DT —RELVEEDT—RICK 688 25% 28% 220 249%
DL RN UELRBIICELTHRE \ \
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REENMREINTUVET. 4B LY A
R N—t o7 —2) e HICE LVEN ymy T ymy
ZRLTVETD,

2020 2021 2022 2023

ZDLSBRIBOERLFERZRETSDIEHLLTIH (L<OD

DERIEZSNET !
« SAENREGOTCZLDTNARPTO N IHREEEHEAAAT
WET, CNUIFRUVKR T, Dragosid. COMEANSHBMEFBLTVETS,
« WEAZEERTBI—FFyOERAHIBMLTVET . HIZILCisco g;_;))gj]g;; :f\*i’;/ﬁig‘ij—?‘%z;jfﬁﬁi%%
%0)\‘1“3@ JE l\jﬁﬁ\ - tXC:.ﬁ?’%%O)T?’O ?ﬂﬁ@”%a}j_?j] L\CtxétiTTT?%ﬁ;;’(/Zh }TGDDE
o LAS—7ORDE DO BANGHELMREECEICETIS e s ORI, T R 1 —F— 25 L1
ffz551% (BR3E : "everyday vulnerabilities” g tH M “foreverday REEAE|HTEC L HABETT,

vulnerabilities”MEREEHY) 1T T TICKR RSN TCVEA RO Y TS
NTUVET BEICKOoTIERED) . 2N X HEFSHEIRZEE (3 h
DGFREIFRIVHENHD T,

Uo7 -NA-FTHA> https://www.cisa.gov/
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BERDIX IR ICEHENNRER I CIIBAEMAICE > TRVWI ETI A NRT— AR ETNTVWBT NI RELZL L RAT
BRIZIFESBRVEVWSCETIHEEIFLIIUIRBHIEDIME V= vl IO =TT -3 mOT 4L DB
BEREH O TV R CEIER A ETERBREAFTETEI,—BOVRATLTIE. A——D R AL ICEMICTE L

DB EDESWIREIFCVSSAAT ICRMEINEE Ao

fesstE BRI DL > Rt

TREND ANALYSIS BY VULNERABILITY TYPE

Common Weakness Enumeration (CWE) #7)FIl3. MEFgsMHEEoEL. O3
AT RBEDE B CHREMZMETETBLOICTIEERREEZRILTVE
9o choid. CVEIICEIDETON., MEssEDIRANAREZEHAY 27-HICF
BAaNn%xd, 2023 &, Dragos |3 ICS ICEZ5 X35z ML, R/E
HRATOFERICEDVWTUVK DN DFEIRE CWE ZRDIFFH LT

EIFEN DFRAED/EFAH - CWE-787/CWE-125

OUT-OF-BOUND READ/WRITE - CWE-787/CWE-125
EEADFHANDELVETAADIETHE T BF. ROBHA TN LAINSCWE
CLTRBICHWMIBICTYZINTVWET. COERIG BAEED T —2BiE
BOY—RN—T1RKEEZETIEMB AT LEZOREDOEMSISERLTL
F9,

CDESBHEFIES T —FBEDRER AL T A EZBALET.ARER.
BERE AR LTRET 37O MRNICT —2BEZERALE . TOROEANG
PHEHTHDEBDE—ZANS L BB HR AL UEZIEET DL TEED
TRBRICTIERTERLSICTBESHTURN T MEIZ. I —FHINS
DIBEDFFICER SNIIRR B CHANB XIFIESACI LD TESIHE
ICRELFT,

RIUA=DTOT A TRV BEZEFIES 2T L (ICS) 7O DL ERAL. IV
T T—=OR7—23> (EWS) VIR I 7HPLCICERIZEIDH TR F A%
ZZTHELLS-AREBTIE PLCIZFDAXAEUADESIC DT —REEMAL.CDE
HDT=OICBARBICFRSNIEBRA B D 9. 7O )L —RAEHT DA XA
TXFOFRERIBVGE KEEIZCOMSEEEERALCENOERI LIz XE
DAR—RZBZ TRRZETAL ZEDTEXTLHIRIE. HEEF B IHH R —
IR HAXZBZ2BEIZEC VI AN X ELERELTRR CHIEDESL
S| SR ITHREMENHDET IRTOT—ET7 IR T 227 HRIBERF T
DR EFXaT7HTOTZIVJETORE SENAI—rEfa)7rLE
A= N\YT7FA—=N\—"TO—%A<TeDICERTI ROV I 7 TldH—F
N=T1ZATZIDLLER SN TE D HEE ICK A NER VBN EBTER 7%
SSMEDEDEICARD T, LIeH 2T ARIA—DIRTOY T MU 7RZREREZE
g3 EHEETY, CHUE FEITDEBHY 7 MU 7EBaak (Software bill of
materials - SBOM) ' —EZDFIBICF>THRIRTE S —RN—FTDAVR—2>
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STATISTICS

CWE-787 and CWE-125 consistently rank
at the top with the most CVEs, the most
public proof of concepts, and the most
actively exploited vulnerabilities reported
year over year. In 2023 alone, advisories
reported twelve CVEs related to CWE-787
that have been exploited. This figure
surpasses the CWE-787 and CWE-125
CVEs reported over the preceding three
years of ten.

Advisories containing CVEs with
CWE-787/CWE-125 (combined)

2023 % of advisories

54 67 12.6%
Number of CVEs with
CWE-787/CWE-125

Year Combined

2022 180 94 274

2023 187 134 321
16% OF ALL CVEs

Number of CVEs with CWE-787/CWE-125
and a public proof of concept (+ exploits)

Year Combined

2022 | 400f180| 270f94 |67 of 274
2023 | 60 0f 187 | 51 of 134 111 of 321

Notable impacted products in 2023

« CODESYS Runtime

« PHOENIX CONTACT PLCnext Firmware
« Hitachi Energy’s SDM600

« Rockwell Automation 1756-EN2T
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EF EXPLOITATION
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OS COMMAND INJECTION - CWE-78
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—2arvhERLABVIT YR ZES AT L ETEERICKRITIBLSICLET . WEE
AR XFZ2ERALTIOIR Y RASRITHLEMD OV R ZEITLET,
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ZRITED ENZE TIOARL =TT PR T L LEDPing AY U RICTEALE T,
BHLTNAZDZDANZEYNTF oy I FIIREA LB WVGE BROHZ1—H
—13:8.8.8.8;cat Jetc/passwd DL SR HDZE AN T BN TE X BEYIRIRIED
BRUVEE. pingy —ILIKIRIES X7 L Tping 8.8.8.8;cat /etc/passwd & L\S AT R
ZRITL GRS TNRT—RI7AMIL R DR BRZ I —H—ICE5TLICHRDE
ED

OARVRA2 203> DREFeHEELTeDICIF AU A —IFGRE R AJTIREE
ZRARXNGA=EENI O TUDER. EFLV I - ANH S DERE B>
ATLORVEOBRZET B EDERLBA—T1 VI BITZRATIHENDHD
9o

ZE A EXPLOITATION

Palo Alto Networks®#R e Tld. CVE-2022-29303H\MiraiRy b=y b T £ F
BNV IT—23>DILEUCER INE LTz, CORFEDCVEIE. CONTEC SolarView
CompactBENEZRIV IS RTLICEEZEZFE LTIce COTNARICITEFA—
IWH—EZXZBEWEBY —N\—DEFN. I —DRELIEEFX—ILTRL %
BYNCREEL TCOWEBATLIE BRI —TII BREOH DAYV R1PT o3>
VO TZZER L Mirai* O EEZ TN\ RICHTYO—RTEE LT

SMirai - https://unit42.paloaltonetworks.com/mirai-variant-targets-iot-exploits
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STATISTICS

2023F.0SOXVRA> 2o avhmRbiE
WECEBRINI-CWED2ERIZFEL.
BEAFE RHERINMIFED N T3
ICBICT VI ENTUVE Y, CORHGNE RIS
BELRBRICOHIVTVET BEAFERD
OSOAXRVRA> 223> DCVEDSED3I
FOLUIE RFEINIPoCHBDE T, o
DRFEETNTPoCOFIARIBEEICKD. ERD
N=FRILATFAD. 0SSOV R oI5
VNIHEEICCOTHANBIZN R DFT,
COLSICHEBICH B TEZFADOF AREE
HIF ERICBERFHZRSLEI.ZDT:
8. Dragos|dDragosh'f% L7=PoCO %=
BELMDEF 2V TARIZ—IZDHEERD
BEBEZLBELOIEMLTVET,

Number of advisories containing
CVEs with CWE-78

2020
17 9 10 4

Number of CVEs with CWE-78

47 23

Number of CVEs with CWE-78 and a
public proof of concept (+ exploits)

‘ 13 of 47 ‘ 30f23 \

Notable impacted products in 2023

« Siemens RUGGEDCOM ROX

« Delta Electronics DVW-W02W2-E2

« PHOENIX CONTACT WP

« Multiple WAGO controllers and HMI
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N—FIO—FSN=ILToovILIBEROFIA - CWE-798

USE OF HARD-CODED CREDENTIALS - CWE-798
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NJ PLCEIBfE 9 B7=ISysmac Studio ENSY 7o 7ICEICT OIS
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5<Sysmac StudiozUN—X T =71) >4 LIl & T.CHERNOVITEE L
SBEIIN—THINSDOREERZHFE L.BADOMENDRFICFIALEL
Teo TN FEILEREEBIRA A I N F LTz THUd Microsoftd CyberxifiZs
F—LIZEoTGitHublZ 7y FO— R & Black Hat Europe THEERINT
ICS Forensics Tools& M (ENZ 7O TV TLIc. EWAZ LIS 7Oy
A 7w T O—RENTERIC.CVE-2022-34151 2 B LE T a—ILIFHIBR SN
FLl7

Dragosid.2023FE DR ATARDAI% TT T4 FDER
SHEHREHERBLELIE . P—FT0FvLE2—TIE
HIHI% T LTz CDEWE. T 74 FDFREEERD
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STATISTICS

2019F UK. /N— RO — RSN T-EREEIEHRD
CVEDREE4#IF. EMTFIHITII3%EML
TWVWET, LH L2023 FEICEABE{LHEE
:D\¥ﬁft7‘c‘;/\_F]_Fénruuhnﬁl‘ﬁ$ﬁo)
CVEL O TR LE LTz CDE., Dragosid
/\—F:l—Féhﬁ_uhuﬂﬁiﬁkﬁgﬁﬂ'é(:VE
E2IHERELE LA THUF2020FLED
REHETH D EIEDLEL S KIS
LTWET, ZORD & TS DREsEMEICH
TREFAUTAERENEFoOTVWBRI IS
AT 3RREMEDHDET, IS5 /N—RI—
I“*nt_uhuEFiE%?#O%(GJ_ﬂQE"J@\\/Z
TLOBICHER SN FARINTVE T LR
E,JBH:?)P?L\—Cj—b‘ /\_I“:l F*hru_wuu
HROMITEDREIIAETLLIKLITEE
BESET I RESHBLET,

Number of advisories containing
CVEs with Hard-Coded Credentials

17 23

CVEs with Hard-Coded Credentials

23 40

Number of CVEs with Hard-Coded
Credentials and a public proof of
concept that had exploits

‘ 30f23 ‘ 1 of 40 \

Notable impacted products in 2023

« Moxa NPort IAW5000A-1/O Series

+ Siemens SICAM A8000

+ Schweitzer Engineering Laboratories
SEL-5037 SEL Grid Configurator

+ PHOENIX CONTACT WP 6xxx
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INR;ZN—=H)L - CWE-22

PATH TRAVERSAL - CWE-22
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LET,

B ZIS EHRERHE T BT T —N—DRDESRURLTERERELTL
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BREDIFIERTIZYIRAZN—FILR—I25A0R>23> (UNC)
INRA D023 H N NIN—FILDOMFE M BER T 37-OICFERS
N3ZehHh £,

E R EXPLOITATION

CVE-2018-13379(&. FortinetdFortiGate 771 7 74 —IL TEREINTL\S
FortiOSICREZ 5 X 5/\Z - 5 N\—H )L DHE5514 T, Dragosid. PARISITE
PVANADINITEZ BT IREE A FortinetD T /\1 A& L TL\B E /81
RICSHEREIC A LTCVE-2018-13379ICW 92T U/XTOA M ERITLTLWSC
CEHERLTVETD,

CVE-2022-33971(3 #iAIAHWeb 7 T )5 —>a> DNZA S N—F )L DHfe
554 = Z 0. ALOVPLCOBRBDER DREEZNR T BREERDCVET
$.BADOMENY —)LZ RT3 & 771 ILAPIZN L TPLCT7—LU LT £
TOI77AIDIZAMEEDHE L ELUV EEESHARETT,

5Zip Slip - https://security.snyk.io/research/zip-slip-vulnerability
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STATISTICS

A LIN=HILIF ELA—BLT &D—
AREY 7R BES E D— D TI . IBEIER DT
BT EMBS4EDCVEZEEIRL. &RDH—HR
RIS IED by TEICAIB L TV E TS
ICBERTNBDIE. 2D CWE-22 142022

F D PIPEDREAMTZ DT = v hMER
TN, 2019 £ PARISITE ¥ 2020 D
VANADINITE (Z&3 FortiOS IZxtd 31
RWT2023 FIC2 BRITERICERATIN
THEDBIChY T 5ICTVITNTVWRI L
T EIEVWZ SR b TN—H)L DRSS T
HEE RSB IR IE T B e DN TEE T 8]
BRIA—HF— AR ERETZCT.C
NEDOBBEEREICOE TN TEET,
SEOBERT. COMIER ISR L.
BT ZRDBEANEABDRI T T iR
LYRICOBHMNB e ZHFLTVED,

Number of advisories containing
CVEs with Path Traversal

3% OF ALL CVEs

Number of CVEs with Path Traversal
and a public proof of concept that had
exploits

‘ 10 of 55 ‘ 10 of 53 \

Notable impacted products in 2023

« Omron Sysmac Studio and NX-10
Configurator (EWS Software)

+ Schweitzer Engineering Laboratories
SEL-5033 and SEL-5036 (EWS Software)

« Fortinet FortiOS (networking devices)

« Siemens SICAM A8000 Devices
(Remote Terminal Unit)
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NEIGHBORHOOD KEEPER OH551% 7 —% # of CVEs present on Neighborhood

NEIGHBORHOOD KEEPER VULNERABILITY DATA Keeper participant networks
2023%. Dragosi&Neighborhood Keeper 7O 45 LIZHEs5 M2 J S 13 %810 by CVE year
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@AY Neighborhood KeeperB i D b7 —2 D55 1428 2011
§2T—REBUFTEBRLIICHRDELT. 2012
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COF - Ry bT— 0 ETEORED R/ Sy FHERE NI 2014
BINTLSH\ EEEV—IRERELTVETD, 2015
BEBECC L TIRBDEL AN PLCHMIE LTI =751 VSTV BE 2016
BP0 — R LAY RT— IR v F B EVUE—MOT/NTZAN 2017
M8 IV R— R ORI E D TVET, 2018
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fEg572 D R—2 VMBI TENRERISEBALILLIENNyFEERIN 2020
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MDD HEHEDHZ AV R—R DR BB ENET B CIETETEE 2029
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Core Capability 2022 Score 2023 Score  Change Metrics are as follows

Detect 8 B Performed without Challenges

Activate/Elevate -14 80-100

Respond -14 Performed with Some Challenges

Contain -17 66-79

Communicate .19 @ Performed with Major Challenges
50-65

Pocument 8 @ Unable to Perform 0-49

Remediate/Recover -20

Figure 13: Average Tabletop Exercise Scores (All OT)
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Core Capability
Detect

Electric

Activate/Elevate

Respond

Contain

Communicate

Document

Remediate/Recover

@ Performed without Challenges 80-100
@ Performed with Major Challenges 50-65

DRAGCS

SAFEGUARDING CIVILIZATION

IN REVIEW 2023

"

TRTOERDRLCLSICHEEET D DITTIEH D FHA2023FEICE VT E
HERIILETOIATERNERE LA 7 T9% ERHEVEHEEZITEL
fCo

'8 r

0

\

Pharma

Oil & Gas

Manufacturing

60% 70% 60%
61% 65% 60%
51% 68% 52%

61% 63%

56%

Performed with Some Challenges 66-79
@ Unable to Perform 0-49

Figure 14: Average Tabletop Exercise Scores by Industry
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Core Capability

Detect
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Respond

Contain
.'l. Communicate
Document

Remediate/Recover
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Manufacturing
Chemical 50%

Electric

Data Center

Transportation

Oil & Gas

Figure 15: Incident response planning
findings by industry
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Dragos is an industrial (ICS/OT) cybersecurity
company on a mission to safeguard civilization.

Dragos is privately held and headquartered in
the Washington, D.C. area with regional presence

around the world, including Canada, Australia,
New Zealand, Europe, and the Middle East.
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