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A. Authentication

There are generally two types of authentication controls—mformation and entities—and a
properly-secured system 1s able to prove the existence of both.

Authentication of information®™ exists where the device and the system in which it operates are
able to prove that information oniginated at a known and trusted source, and that the information
has not been altered in transit between the original source and the point at which authenticity 1s
verified. It 1s important to note that while authenticaty mmplies that data 1s accurate and has been
safeguarded from unauthorized user modification (1.e_, integnity). mtegnity alone does not
provide assurance that the data 1s real and came from a trusted source. Therefore, for the
purposes of this gmidance, authentication 1s discussed as a larger security objective over integrity.

Authentication of entities exists where a device and the system 1n whach it operates 1s able to
prove the identity of an endpoint (whether hardware and/or software) from which 1t 1s sending

and/or recerving mformation, or authonzed user/operator at that endpoint.

.FDA @ PKI 75 F # B s 55

(d) ensure protfection from unauthorised access by appropriate conirol mechanisms, including but not limited to authentication,
identity or access management systems, and report on possible unauthorised access;

(e) protect the confidentiality of stored, transmitted or otherwise processed data, personal or other, such as by encrypting relevant
data at rest or in fransit by state of the art mechanisms, and by using other tfechnical means;

(f) protect the infegrity of stored, transmitted or otherwise processed data,
personal or other, commands, programs and configuration against any
manipulation or modification not authorised by the user, and report on
corruptions;
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